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COGNEX In-Sight Vision Suite — Job Validation

1. Setting Up Job Validation

This document serves as a guide to use the In-Sight Vision Suite (ISVS) Job Validation feature in
your camera, included in the 25.1.0 release firmware. This feature is intended to help aid in obtaining
21 CFR Part 11 compliance and help ensure the validity of a system’s performance throughout its
service.

1.1 Update Firmware

To enable this feature, first update the firmware on the camera to use the 25.1.0 (or newer) version.
To do this, install ISVS 25.1.0 (or newer) and run the application. Once in, find your desired camera
and click Firmware Update.

[8 in-Sight Vision Suite
US-WIN-L2KBMILS 2 Ce System Info

Filter:

. ROBIN-37AF32

In-Sight 2D Vision Systems
Tt 152802M-00a164
N _ - ROBIN-37AF32

In-Sight Vision Systems - Emulator 1P Address

" US-WIN-L2kbmjls (This PC) L
Firmws Version 2 (002)
Current e Offline
Serial Number 1 151PP412097
Model
FTP Port 21
HTTP Port 80

Current Job Newlab,jobx

Utilities

@ e a B8 @

Firmware Industrial Camera . Flle
7 = estore User Settings pebi Go Offine
Update Kestart Heute e etk Ethernet Configuration oD Management

) 6 L @ -

izt actory Rest MI Setting \udit Logging
cetngs . 5 B Factory Reset HMI Settings Audit Logging

Support Serial

Feedback Configuration el

Take a backup by checking the Backup box.
Firmware Update
Ready to update devices. Press Update to begin, cancel to close without updating.
Update to: | 25.1.0.930 ~

Host Name Firmware Version Status

ROBIN-37AF32 24.4.2 (002) Offline

¥ Backup Update Cancel
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From here, the system will begin the update process. Once done, you should see a Firmware update
complete if successful and you can close the window.

Firmware Update
Firmware Update complete.

Update to: | 25.1.0.930 v~

Host Name Firmware Version Progress Status

ROBIN-37AF32 244.2 (002) I Firmware update complete

& Backup

Once updated, connect to your camera and start your job creation within spreadsheet.

1.2 Image Upload

From here, it's a good idea to upload your images used for validation to the camera and to name/label
your images “good” or “bad” beforehand to help keep track of what should pass and what should fail.

Once you have your images named appropriately, place them in a folder labeled something
meaningful.
@ DemoValidationlmages

File Management

-37AF32 E
P ROBIN-37AF32 £ \ume Date Modified

Paste Ctrl+V
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Once complete, you should see your image folder copied over.

File Management

Name Date Modified Type
DemoValidationimages 1/2/2025 2:15:00 AM File Folder

b ROBIN-37AF32 :

1.3 Set Up Job Conditions

In this example, we will set up a simple blob tool and count the number of pieces that fall within a
certain range of pixel area. For our passing criteria, we will look at allowing a range of areas and a
min/max count of blobs that fall within that range by using the EditInt function. Once we have our
adjustable values, we can reference them when using a blob tool.

ser Criteria

Find Blobs
oBlobs Inddx K b Angle Color Score Area Elongation (Holes Perimeter |Spread
oBlobs 0.000 2328776 1803.386 84.489 0.000 100,000 57512.000 0.015 0.000] 1245.000 0.205

1.000) 1891.884) 2156.5831 129.749 0.000|  100.000| B0&Z0.000 0.013 0.000| 1305.000 0.200
2.000| 2670.834| 2261.788 5.257 0.000)  100.000| B4545.000 0.003 0.000| 1593.000 0187
3.000| 2186.107| 2635987 -1.4582 0.000| 100.000| B47357.000 0.008 0.000| 1973.000 0.185

4. 000 #ERR #ERR H#ERR #ERR 0.000#ERR #ERR #ERR H#ERR #ERR
5.000 #ERR RERR H#ERR #ERR 0.000#ERR #ERR H#ERR HERR #ERR
5.000 #ERR #ERR H#ERR #ERR 0.000#ERR #ERR #ERR H#ERR #ERR
7 .000#ERR #ERR H#ERR #ERR 0000 #ERR #ERR H#ERR HERR #ERR
§.000 #ERR HERR H#ERR #ERR 0.000#ERR #ERR HERR HERR #ERR
9.000 #ERR #ERR H#ERR #ERR 0.000#ERR #ERR #ERR HERR #ERR

Once here, we can add on an ErrFree column to check the Area measurements and then create a
column for using that value with an InRange to check if they fall within our criteria.

Find Blobs |
oBlobs Index b i Angle Color ?Score Area =longation Holes Perimeter |Spread EnFree In Range
oBlobs 0000 2328776 1803.3%| B84489| 0000 100000 &7512000| 0015 0000 1249000 0209 s7512000) .00
1000 1991884 2156631 129743  0.000] 100.000 BOG20.000 0013 0000 1305000,  0200) 60620000/  1.000
2000 2670.834) 2261788) -6.257|  0.000| 100000 64545000 0008 0000 15930000  0.1e7 64545000)  1.000
3000 2186.107| 2635987  -1.492]  0.000| 100000 64737.000) 0008, 0000 1979000 0189 64737.000|  1.000
ADO0¥ERR  #ERR  #ERR  #ERR |  DO0O#ERR /SRR #ERR—# werr—>|  oooo[  o.0d
SO00#ERR  #ERR  #ERR  #ERR | _ #ERR  #ERR #eRR | Do) ooog
BOIOWERR  #ERR  #ERR  #ERR | #ERR  WERR  #ERR 0.000 0.000
[ TONXERR  #ERR  #ERR  #ERR | ERR  werR  #eRrR | oooo| oood
BOIOWERR  #ERR  #ERR  #ERR | #ERR  WERR  #ERR | 0000|0000
SOOOKERR  #ERR  #ERR  #ERR | #ERR RR #ERR pooo|  o.oog
In-Sight Vision Suite — Job Validation v1.1
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From here, we can sum the cells that are in the InRange column.

|EnFree  |in Range |
| 57512000 1.000¢
|| B0G20.000 1.000
‘| B4545.000 1.0000
i| B4737.000, 1.000,

0.000 0.000°
0.000  0.000
0,000 0.000;
0.000 0.000
0.000 0.0000
1 0.000 0.000]
I b
Sum 4.000

Next, we will create a separate portion to check that the count is within the min/max count of passing
blobs.

User Criteria

Min Blob Area

Max Blob Area -
Min Count 2 —j

.l
Max Count -
Count of Passing 4.000
Final PF 1.000

To enable these values into the Job Validation, we need to setup names for these editable and result
variables. To do this, click on each cell and give it a name in the cell formula section. The example
below, we will call cell B2 “UserMinArea.”

We will do this for the remaining cells that we want to validate.

B3 PA|2CL . Qe eBER B|e [0 BEZN o],
P VIBIET288S A B3

® @ | [ 7 ||userMinarea | Editint(1,2147483647)
0 |olmage | /| |
D
2|Min Blob Area | 50000}
3 |Max Blob Area | 700002
4 [Min Count 213 \
5 [Max Count 5= |
QResuts |
7 |Count of Passing 4.000 |
8 Final PF 1,000 ’ |
9 | |
In-Sight Vision Suite — Job Validation V1.1
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1.4 Create Validation Set

Once your inspection and variables are setup, go to the Job Validation section of ISVS.

| . S ] c Lt o e ) ), e T ) S e i L M N__
0|Oimage | 1 | | | | | |
1
2|MinBiobArea | 50000)

|OBlobs Index x Angle Color ‘Score Area ‘Elongation Holes szﬂmmr Spread  Enfree Range
13 |DBlabs DOD0#ERR  #ERR  #ERR  #ERR DODO#ERR  #ERR #ERR “0.000
14 1000%ERR  #ERR  SERR  #ERR DODRERR  #ERR RR  #ERR | 0000 0000
15  2000%ERR  #EAR  SERR  #ERR | DO00ERR  #ERR  SERR RR  #ERR | 0000 0000
A8 _ 30WYERR  $ERR  ERR  #ERR | OOO#ERR  #ERR  #ERR  #ERR  #ERR | 0000 0000
17 _ 40D0SERR  #ERR  #ERR  #ERR OD00#ERR  #ERR  #ERR  #ERR  #ERR . 0000 0000
18 S000¥ERR  $ERR  $ERR  $ERR DO0DWERR  WERR  #ERR  #ERR  #ERR | Wy0000 0000
19 BOD0FERR  #ERR  #ERR  #EAR ODOO#ERR  #ERR  #ERR  #ERR AR 0| 0.000]
20 7.000 #ERR #ERR #ERR #ERR D.000#ERR #ERR #ERR #ERR FERR 0.0 0.000
21 8.000 2ERR #ERR #ERR #ERR D.000RERR #ERR FERR #ERR FERR 0.000 Illl1
2 _ 9000FERR  FERR  #ERR  #ERR | DODO#ERR  #ERR ]ﬁRﬁ #ERR AR o000 N
3
2| J\ [ Sum | 0000

Once opened, press the gear icon towards the top-left to start the validation process.

Job Validation

v
A

4 (O Job Validation Set

[Cleanup Actions]

& Validation

Steps

bmoges Browse...

Variants

Cleanup Actions User Credentials
Host:
FTP Port Number:
User Name:
Password:

Re-enter Password:

Instructions

Select the directory for the image

All of the images must be stored in
a common root folder; if images are

ored in multiple folders, select the
folder that contains all of the image
and sub-folders with images.

Cancel

In-Sight Vision Suite — Job Validation v1.1
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Taking the images that we set up earlier on the camera, we can reference them now.

Select Folder

m Device Location:

Name Date modified

- DemoValidationlmages

BB \alidationSet

Select Folder

Next, create a Variant. Variants can be considered like job recipes. For instance, if you inspect
multiple parts within the same job but the tolerances could change depending on them, you can set
up your validation settings to correspond to multiple parts. For now, we will just use one and leave the

default name of “Variant.”

@ validation

Steps.

Images
Vanants
4 Variant

Setup Actions
Setting Tests
Images
Result Tests
Expected Test Results

Cleanup Actions

Instructions

[Define the job's variants (optional).

A job may contain one or more
inspections; each of these separate
inspections are considered a
ariant. For example, jobs may be
reated to handle multiple
products. Each of those separate
finspections is considered a variant.

Delete
Previous Next Cancel

In-Sight Vision Suite — Job Validation
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Once the variant is created, we will start with Setup Actions. Note that the variables we gave names
to are placed in the list as checkboxes. From here, as we check them, we can set them up to have a
specific input value.

& validation
Steps Settings Setup Actions
Images ™ UserMaxArea Set UserMaxArea to 70000
Variants ¥ UserMaxCount Set UserMaxCount to 5
4 Variant M UserMinArea ot Ve 4 SOANY
Setup Actions
Setting Tests

Images

| UserMinCount Set UserMinCount to 2

Result Tests
Expected Test Results
Cleanup Actions

Instructions

Configure the job's initial
parameters to start testing.

Before validation can process
images for a particular variant, it
must first set the state of the job
accordingly. The Setup Actions step
is used to configure job parameter
settings needed for the selected

variant's images.

Select All | Clear All

Selected Action

Set UserMinCount to
2

Previous Next Cancel

Next, select which images in your set to test against.
& validation
Steps Images Selected Image

Images 4 ¥ DemoValidationlmages
Variants ¥| /Bad2.bmp
4 Job ¥ /Bad3_2.bmp
Setup Actions ¥ /Bad4_1.bmp
Setting Tests ¥ /Bad5.bmp
Images ¥ /Bad_2_1Round.bmp
Result Tests ¥ /Bad_5_1.bmp
Expected Test Results ¥ /Bad_Bigl.bmp
Cleanup Actions ¥ /Bad_Big2.bmp
¥ /Bad _Big2_2.bmp
¥ /Bad_Round2.bmp
¥ /Bad_Round2_2.bmp
¥ /Good3.bmp
¥ /Good5.bmp
¥ /GoodS_2bmp
¥ /Good 4 1bmp
¥ /Good_4 2bmp

Instructions

Select the variant's images.

Selected images will be used to test
this particular variant.

Previous Next Cancel

In-Sight Vision Suite — Job Validation
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Next, we will set up the result tests. This automatically pulls in the non-editable variables that we
assigned with names earlier.

@
&) Validation

Steps

Images
Vanants ¥ Result Verify Result
4 Job
Setup Actions

Setting Tests

Cleanup Actions

Instructions

Select the results to test and sort
them as needed.

Each test will execute for each
image, comparing the actual result
to the expected result for that
image.

Select All Clear All Move Up

Next, you will see the initial results coming from the tests for each of the images. Selecting the image
will give you a preview of it towards the top.

(& Validation

Steps Selected Image

Images
Variants
4 Variant

Cleanup Acti

Expected Results
Instructions
Review and accept the expected Image CountOfParts
results for every image. E= E=
L 2=1.000 R=2.000
This step gives an overview of the
actual and expected results for each E= E=

/Bad3_2.bmy S T
test for each image. i A=1.000 R=3.000

/Bad4_1bmp o

/Bad5.bmp 2.000

E=
/Bad_2_1Round bmp A=2.000

/Bad_5_1.bmp B=5.000

E=

/Bad Big1.bmp R=1.000

/Bad_BigZbmp

E= E=
A=0.000 A=1.000

E= Es

/Bad Big2 2.bmp A=0.000 RA=0.000

Refresh Accept All

In-Sight Vision Suite — Job Validation v1.1
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You can accept the result from each variable either manually by clicking the individual alert icons or
by clicking Accept All. This sets the expected values for the validation tests.
Expected Results

Image CountOfParts

E=
/Bad2.bmp A=1.000 A=2.000

E= E=
fiac S 2=1.000 A=3.000

Click to accept the actual cell value as the new expected cell value
/Bad4_1.bmp A=1.000 B=3.000
E= E=
/Bad5.bmp A=1.000 A=2.000
i} E= E=
/Bad_2_1Round bmp A=1.000 A=2.000
= E=
/Bad_>_L.bmp A=1.000 A=5.000
- = E=
fEad Eagtbmp A=0.000 A=1.000
. E= E=
it tne A=0.000 A=1.000
E= E=
A=0.000 A=0.000

/Bad_Big2_2.bmp

Refresh Accept All

Previous Next

Expected Results

Image CountOfParts

E=1.000 E=2.000
/Bad2.bmp A=1.000 .000

. E=1.000 3.000
/Bad3_2.bmp A=1.000 3.000
E=1.000 .000

/Bad4_1.bmp A=1.000 .000

E=1.000 .000
TR A=1.000 .000

E=1.000 .000
/Bad_2_1Round.bmp 2=1.000 000
E=1.000 .000
JEaL L A=1.000 .000

. E=0.000
/Bad_Big1.bmp 2=0.000

. E=0.000
/Bad_Big2.bmp A=0.000

E=0.000
2=0.000

Refresh

/Bad_Big2_2.bmp

Previous

In-Sight Vision Suite — Job Validation v1.1
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Lastly, if you changed any of the variables to have an initial value from the Setup Actions section, you
can revert them back to the old value or some other value by using the Cleanup Actions section.

Settings Setup Actions
¥ UserMaxArea Set UserMaxArea to 70000
Variants ™ UserMaxCount Si erMaxCount to 5
4 Variant

Setup Actions
Setting Tests
Images
Result Tests

¥ UserMinArea Set UserMinArea to 50000

¥ UserMinCount Set UserMinCount to 2

Expected Test Results

Cleanup Actions

Instructions

Configure actions to run after
validation.

Once validation has completed, it
may be necessary to make the job
ready for production. This step
defines the setup actions necessary
to set the job into the desired state R

once validation has completed its

tests. Set UserMinCount to

Select All | Clear All Move Up

4

Previous Cancel

b () /Bads5bmp
p (O /Bad 2_1Roundbmp

[Cleanup Actions]

Functions  Acquisition  Snippets  Job Validation

It's a good idea to save this now to the camera.

Job Validation
ﬁ ~ A

Load Job Validation Set...

« O Clear/Reset Job Validation Set
y

Save Job Validation Set (no images)...

In-Sight Vision Suite — Job Validation v1.1
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1.5 Run Job Validation

You can run the job validation by going to the Validation tab and clicking Play.

Job Validation

~

4 () Job Validation Set

4 (Olob

[Setup Actions]

Job Validation

v
A~

Job Validation Set
Job

[S :tup Actions]
[S :tting Tests]
/B3d2.bmp
/Bad3_2.bmp
/B3d4_1.bmp
/83d5.bmp
/Bad_2_1Round.bmp
/B3d_5_1.bmp
/Bad_Bigl.bmp
/Bad_Big2.bmp
/Bad_Big2_2.bmp
/E ad_Round2.bmp
/8 ad_Round2_2 bmp
/€ ood3.bmp
/C ood3.bmp
/€ ood5_2.bmp
/Cood_4_1.bmp
/Cood_4 2.bmp

o1~ up Actions]

Every test will have a good/bad indicator on each image tested, giving you the individual results (“E”
stands for expected value and “A” stands for actual value).

v DaUL

4 /Bad3_2.bmp

E1
Result Al

CountOfParts E:S_,
A3

/Bad4_1.bmp

In-Sight Vision Suite — Job Validation v1.1
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If any of the tests fail, the result will be shown with the Alert icon.
Validation Set

Variant

[Setup Actions]

[Setting Tests]

E:70000

UserMaxArea A:70000

UserMaxCount
UserMinArea =

UserMinCount
/Bad2.bmp
/Bad3_2.bmp
/Bad4_1.bmp

If you want to quickly expand or collapse the individual results, you can press the expand or collapse
buttons at the top of the Job Validation panel.

Job Validation

Job Validation Set

Job Validation

L X
4 Job Validation Set
Job
[Setup Actions]
[Setting Tests]

E:70000
UserMaxArea A:70000

UserMaxCount AS

: E:50000
UserMinArea A:50000

UserMinCount

A-:?_

Job Validation Set

In-Sight Vision Suite — Job Validation v1.1
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1.6 System Validation

System Validation is a new feature that can act as a flag to know if the system is still valid or if
changes have been made that invalidate the system. Inside the utilities section of ISVS, you will see a
System Validation option.

Utilities

The following will appear.

System Validation
~ System Validation Enabled
Validation State |Invalid

Successful Job Validation validates system

Changes that invalidate system

Spreadsheet Cells
Job Change
Acquisition Settings
Online/Offline
Sensor Menu

Utilities
Restart Factory Reset
Restore Audit Logging
Startup Settings Serial Configuration
Network Settings

Unsuccessful Job Validation always invalidates system

Cancel

From here, you can choose to enable/disable the validation option, set the current state, set up a
successful job validation to validate the system, and lastly, set up what changes to the system/job
would cause the system to become invalidated. Note, a Job Validation that is run and becomes
unsuccessful will invalidate the system and this cannot be changed.

There are multiple ways to access the current state of the system.

In-Sight Vision Suite — Job Validation v1.1
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First is checking the state via the System Validation within the ISVS Ultilities.
System Validation
& System Validation Enabled
Validation State |Valid

Successful Job Validation validates system

Changes that invalidate system

& Spreadsheet Cells
¥ Job Change
¥ Acquisition Settings

¥ Online/Offline

¥ Sensor Menu

Utilities

¥ Restart ¥ Factory Reset
¥ Restore ¥ Audit Logging

& Startup Settings ¥ Serial Configuration
& Network Settings

Unsuccessful Job Validation always invalidates system

(0] 4 Cancel

The next is by using the web api to get the JSON formatted state.
You can view/test this by opening a web browser and entering in the following:

IP address of camera}/api/system-validation/state
Pretty-print

The states consist of the following

Value State
1 Validated
0 Invalidated
-1 Disabled
In-Sight Vision Suite — Job Validation v1.1
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To see what is tied to the validation state criteria, use the following API.

IP address of camera}/api/system-validation/config
Pretty-print

{"config™:[{"event™:"job-validation-failed”, type ﬂb—\.falidation“},{"event cell express:l.on s t'.fpe'
{"event”:"cell-enabled-state”, "type s ":"cell -name” type £
comment”, "type" :"cell-change"} -"'ewen c s "t\rpe" "
failure” y cell-change™ type “cell- rhange
failure” ) 1-chang; ol-change™ )
change™}, 1 " oad-job” ob-change"},{ "event ve-j "ty job-change™},{"event job™, "type™:"job-
change™},{"event™:"2D- arqu1f1t1on » type™:"acquisition-setting "ev -acquisition”, "type”:"acquisition-settings™},
"online-state- chanue et event""'offl.l.n "online-state- chang "}

E sor-menu”}, { “event” cu;tom view" ":"sensor-

for'wardlng L typ

{"event":"shutdown "
parameter”,"type" : "network"}, {"event” 5 "type L{" e"ent backup-restore™},
{"event"”:"restore-backup-failure”, "typ :‘barkup r‘estﬂre v ":"audit-log"},{"event"
settings™, "type™: "utility™},{ "event”:"serial-configuration”," a tility"},{"event™:"initiated”,"type”:"factory-reset™}]}

You can also access the Validation State within Spreadsheet.
< System
* (GetSystemValidationState

GetSystemValidationState(

1.7 User Control

By default, only a user with full privileges (such as admin) can access the ability to set the system
validation settings. This helps ensure that others don’t tamper with your validation settings.

System Validation

Please
Username

Password

Remember me Cancel

Once logged in with the proper credentials, you can set the validation settings.

In-Sight Vision Suite — Job Validation v1.1
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