COGNEX Setting Up an SFTP File Server

1. Purpose

The purpose of this document is to demonstrate how to use the new SFTP or FTP “File Server”
functionality that is part of In-Sight Vision Suite 25.3

1.1 Getting Started
Download In-Sight Vision Suite Setup package.
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2. System Setup
1. Open In-Sight Vision Suite.
2. Start the SFTP File Server.

3. Click the Home icon in In-Sight Vision Suite.

& In-Sight Vision Su#= Y |SFIPTest@BL8912 X

US-WIN-W1%, *C @ System Info

Filter:
BL8912

In-Sight 2D Vision Systems

3. BL8%I2

Firmuware Version:

1P Address
Macld

Firmware Version

Current State

Serial Number 1A2451PP410550

Model 158912M

FTP Port 2

HTP Port 80

HTPS Port 3

User wmccarth

User loeation US-WIN-WIRZUXT)

User action User is making changes to this device
Current Job SFTPTestjobx

Open HMI

Utilities

File

Management

4. Open the Settings menu.

& In-Sight Vision Suite ~ f} ' SFTPTest@BL8912

US-WIN-W1RZUX *Ce System Info

Filter:
“ BL8912

In-Sight 2D V-

3 . BL8Y1.

1P Address.

Macd

Firmware Viersion 2530 (1278)
Current State Offline

Serial Number 1A2451PPA10550
Model 158912M

FIP Port 2

HTTP Port 30

HTTPS Port 443

User wmecarth

User location US-WIN-W1RZUXT)

User action User is making changes to this device

Current Job SFTPTestjobi

Management
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5. Select File Server.

& In-Sight Vision Suite

US-WIN-W1RZUXTJ
Filter:
In-Sight 2D Vision Systems

a_ . BL8912
®

M SFIPTest@BL8I12 X

% C e System Info

System Settings
Device Discovery 3 BL8912
Emulator ¢
IP License Generator
Firmware Vk

Compare Jobs
File Server

1P Address

Mac Id

Firmware Version

Current State

Serial Number

Model

FTP Port

HTTP Port

HTTPS Port

User

User location

User action

Current Job
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c
.0(1278)

192.168.0.182

1A2451PP410550

158912M

21

20

443

wmccarth

US-WIN-WIRZUXT)

User is making changes ta this device
SFTPTestjobx

Utilities

File
Management

6. Enter:
a. Protocol (default SFTP, or select FTP)
b. Port (default 22, user selectable)

c. Root Directory (default data,
C:\Users\<user name>\AppData\Local\Cognex.ConfigureFileServer\data)

d. Username (default admin)
Password (Required to add your own password
@._In-Sight File Server Configuration X
Protocaol: SFTP ~
Port: 22
Root Directony: data Browse

Username: admin

File Server Status: Mot Running

7. Click Start.
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8. Rebex Tiny SFTP server is started and will display this window.
Note: This window may be minimized when loaded.

Rebex Tiny SFTP Server — a x
Rebex Tiny SFTP Server v1.0.22
mBa Free minimalist SFTP server with no setup and modem cipher support.
Rebex Tiny SFTP Server Senver IP: ZERIT
www rebex netAiny-sftn-server 1921 EE.EDJ 00
Want something more powerful ? :Ilg%:ll E§1DD:I1D15D
Get full featured SFTP/SSH/FTP server: 192 160.4 194
www rebex net/buru-sfip-server 192 168.237 1
192.168.157.1
Log level: Info e
Server port: 22
Configuration file:  C:\Users\wmecarth'\AppDataLocal\Cognex ConfigureFile Server
Stop “RebexTinySftpServer exe Config

Binding SFTF serverto port 22...

Starting...

17:29:31.019 Info Server: Starting server.

17.25:31.028 Info Server: Listening for connections at 0.0.0.0:22.
17:29:31.030 Info Server: Server started.

SFTP server has started and is ready to accept connections.

9. Note that the user can change the log level per what is needed to administer or monitor your

session.
Rebex Tiny SFTP Server = O X
Rebex Tiny SFTP Server v1.0.22
MBQ Free minimalist SFTP server with no setup and modem cipher support.
Server IP:
Rebex Tiny SI—I—I'F' Server 102361042
www.rebex net tiny-sftp-server 192 168 20,100
ant something more powerful ? :Ilgizll EE-IDD'I‘ID?D
d SFTP/SSH/FTP server: 152:158:4:1 94
152.168.237 .1
192.168.157.1
Log level: Info w
Verbose Server port: 22
Debu Configuration file:  C:\Users'wmeccarth'\App Data‘\Local\Cognex CorfigureFile Server
\Rebex Tiny SftpServer exe Config
Binding SFTP
Starting...
10:38:39.967 Info Server: Starting server.
10:38:39.976 Info Server: Listening for connections at 0.0.0.0:22.
10:38:39.977 Info Server: Server started.
SFTP server has started and is ready to accept connections.
| -
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10. Other clients may need different IP addresses.
Note: The FTP/SFTP service can be stopped and started from this Application. It will not shut
down the application.

™ Rebex Tiny SFTP Server = O x
Rebex Tiny SFT] 22
MBa Free minimalist SFTF server with no 4etup and modem cipher support.
Rebex Tiny SFTP Server Eenel —
wwww rebex net Ainy-sftp-server 192 168.20.100
‘Want something more powerful ? 12%1521%1?2
Get fulfeatured SFTP/S5H/FTP server: ;f' e
www rebex net/bunu-sftp-server 197 168,937 1
192.168.17" "
Log level: Info ~
Server port: 22
Corfiguration file:  C:\Users\wmccarth\AppData“Local\Cognex ConfigureFile Server
Stop “Rebex TinySftp Server exe Config

Binding SFTP serverto port 22...

Starting...

17.25:31.019 Info Server: Starting server.

17:29:31 028 Info Server: Listening for connections at 0.0.0.0:22.
17:29:31.030 Info Server: Server started.

SFTP server has started and is ready to accept connections.

11. When Stop is selected from the Insight SFTP Control Dialog, it will terminate the Rebex
FTP/SFTP application.

@__.In—nght File Server Configuration x

Warning: This file server is intended to be used for testing purposes only.

Protocol: SFTP ~

Port:

Root Directory:

Username:

Password:

File Server Status:  Running
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In-Sight SFTP Write Image Logic in Spread Sheet
1. Connect to your In-Sight via Spreadsheet.

2. Log in if needed.

[ In-Sight Vision Suite

US-WIN-W1RZUXT) o System Info

Filter:
. BL8912

In-Sight 2D Vision Systems. " padd
Mac Id: 00-d0-

)
, BL8IT2 Firmware Versior

1P Address 192.168.0.182
Mac 14 00-d0-24-37-a-ec
Firmware Version 2530 {1278)
Current State Offiine

Serial Number 1A2451PP410550
Model 158912M

FTP Port 2

HTZ 80

HIY 443

Current SFTPTestjobx

< < ™=

EasyBuilder Spreadsheet
Connect Connect

Utilities

e { & @

Industrial Camera File
Ethemet Configuration Management

ware

i ST
Update Go Offiine

Restart Backup Restore

y > ® ) &

Lics . . — System
HMI Settings. Audit Logging T

= - a

Caibration Support Serial C Certificate:
Grid Feedback Configuration

1P Licensing Management

3. Add a Writelmage Tool.

{8 In-Sight Vision Suite ~ ff§ SFTPTe

File sor  View Help admin

i D@M, (B DA DOnine
Q& @ @@= M| | @ EEE N 0w Eleners
EEIHE88 A %

Filter:
Acquired Acquirelmage()

. Geometry

Dirielmage | owirite | OIReset » 7 Graphics

Mathematics
B Text

b
C
»
b
b
b

» B Coordinate Transforms
T & Input/Output
T & ApplyAcquisitionSettings
T & CombineOutputBuffers

3 crete

Event
ExportData
FormatinputBuffer

FormatOutputBuffer
BufferData

GetOnline

GetSystemValidationState

Temperature

ImportData

Message
Network
ReadFil
SetEvent

* & SideCarTool

> T L Time/Timer

T4 Trigger
7. WriteData
L Writelmage
T & WritclmageSerial
Record/Playback » il Clocked Data Storage

All functions

@ & v [Image = Delay (ms):| 200

Record/Playback  Charts Functions ~ Acquisition | Job Validation

Totaz0ms | A | IS
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4. Configure the Writelmage Tool.

Change Event so tool will execute on Image Acquisition.
Select SFTP Server for Storage.

Input IP address of SFTP Server (see above list). If port is not default, then use the
format #HE #HiH #HHE HHHEHHEE (IP Address:Port Number).

Input User Name and Password

Enter a generic File Name. Numbers will be appended to end of this value.
(test + # + .bmp (if BMP is chosen)).

Select No Overlay in Overlay Graphics for this simple sample.

Inspection - Property Sheet - Writelmage
Edit Insert Help

Storage SFTP Server
Server 192.168.0.101
User Name: admin
Password sseee

Block Execution

Timeout 5000
File Path

File Name

File Type

Image Resclution

Max Append Value

Reset

Overlay Graphics Mo Overlay

Enable File C

Block Execution

When enabled, execution of the job will be blocked until file transfer is
complete.

Cancel
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5. Click Trigger to Test.

@& In-Sinht Vision Suite |l  SFTPTest@BL8912 X

View
& D Oniine
Y- EEE B s e
FEIBBLH A B

7 || Acquired + | Acquirelmage()

DWritelmage  OWrite | OReset

Mathematics

Text
¢ B Coordinate Transforms
b T4 Input/Output
M Clocked Data Storage
v [l Vision Data Access
5 i

Structures

Scripting
© [+] Arrays and Objects

Record/Playback

All functions
& & v Image 02| Bmp v

Record/Playback  Charts Functions  Acquisition | Job Validation

rottoms | A | TN

6. Confirm Image Write with Rebex.

™ Rebex Tiny SFTP Server = O *
Rebex Tiny SFTP Server vw1.0.22
MBa Free minimalist SFTP server with no setup and modem cipher support.
Rebex Tiny SFTP Server Server IP:
. 10.236.10.12
www rebex net Ainy-sftp-server 192 168.20.100
192.168.10.150

‘Want something more powerful ?

Gt fullfeatured SFTP/SSH/FTP server: 13%-]%2-]31
www rebex net/bunu-sftp-server 152 168.937 1
192.168.157.1
Log level: Info ~
Server port: 22
Corfiguration file:  C:\Users's " 1"\AppData“Local\Cognex ConfigureFile Server
Stop “Rebex TinySftp Server exe Connig

Binaing oF 17 SErver 10 poi 22...
Starting...
11.38:04.221 Info Server: Starting server.

11:38:04 229 Info Server: Listening for connections at 0.0.0.0:22.
11 4 Server started.
SF d is ready to accept connections

: r Session 1: Started on connection from 152.168.0.182.47080.
11:359:04 278 Info Server: Session 1: Authentication for "admin’ succeeded.
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7. Confirm Image Write with File Explorer

data X +
< T G G » - Users » > AppData > Local » CognexConfigureFileServer » data Search data Q

> Rotateleft & Rotateright -+ D Preview

@ New © T Sort = View B Set as background

Name Date

‘ 5] test).bmp 9/29/2025 11:39 AM BMP File 12,002 KB

litem  1item selected 11.7 M8

Test Client with Command Line

This step is optional and only for educational purposes. The In-Sight is connected to the server
running on your PC. You can also connect to this server with other remote devices. This
demonstration used an additional remote PC for a command line connection. Any SFTP client
package, such as FileZilla, can be used.

1. Open a command prompt as Administrator.

= o Apps Documents Web Settings People Folders Photos [ ]

Best match

I u Command Prompt -
System
9 Runasadmi

Search the we . , Command Prompt
= Open file location

System

Q cmd - See <7 Pinto Start i
Q cmd adm <7 Pin to taskbar i 7 oOpen
Q cmd ipconfig 3 @ Run as administrator

Open file location
Q. cmd commands 3

ﬁ Pin to Start
Q cmd hostname ’ ﬁ Pin to taskbar
A
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B Administrator: Command Prompt

Type SFTP username@IP (may have to add port if not default).
If Server asks about a fingerprint SHA key, type yes and press Enter.
Enter password and press Enter.

[ @ Administrator: Command Prompt - SFTP admin@192.168.0.101

C:\>SFTP adm 68.0.101
(admin@192 ) Password:
92.168.0.101.

5. Type Is (list directory contents).

Il Administrator: Command Prompt - SFTP admin@192.168.0.101

C:\>SFTP admin@192.168.0.101
(admin@192.168.0.101) Password:
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You can see that the test0.bmp is in the directory as we demonstrated with file explorer.
Create a temp folder in root directory (C:\temp\).

Change the local directory to temp folder /cd temp.

Bl Administrator: Command Prompt - sftp admin@192.168.0.101 = |l X

C:\>sftp admin@192.168.0.1801

sftp> lcd temp
sftp>

9. Enter get test0.bmp.

@@ Administrator: Command Prompt - sftp admin@192.168.0.101 - (m] X

C:\>sftp admin@192.168.0.101

(admin@192.168 @1) Password:

Connected to 192.168.0.101.

sftp> 1s

testd.bmp

sftp> lcd temp

sftp> get test@.bmp

Fetching /test@.bmp to test®. bmp

test0.bmp 100% 12MB 88.1MB/s  ©0:00
sftp>

10. Verify Local Image.

. [m] X
- temp * +
& ™ G J > ThisPC > Local Disk(C) > temp Search temp e}
® New - T sort © O view - e (B Details
test0.bmp
1item =03
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11. To log out of SFTP server, type bye and press Enter.

Bl Administrator: Command Prompt — [ X

sftp> lcd temp

sftp> get test®.bmp

Fetching /test@.bmp to test@.bmp

test0.bmp 100% 12MB 88.1MB/s 00:00
sftp> bye

C:\>
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