COGNEX

MDM Solutions

Android

Manage MX Connect from MDM

The App Config community (appconfig.org) is formed to standardize the way devices and applications can be managed in enterprise
environments. It makes possible for companies to manage their (large) fleet of devices and the applications that run on them in a centralized
fashion using any of the MDM/EMM solutions that are part of the community. Apps that are manageable this way define a schema that
contains the configurable properties and appear in the Managed Google Play Store (also called Google Play for Work Store). This Managed
Google Play Store is only accessible by users of registered Organizations. All apps can be accessed through it from the normal Google Play
Store but there are ones that are only visible in this specialized Store. Android devices that want to use managed apps in compliance with app
config need to be set up with Android Work Profile enabled and apps need to be installed through the Managed Google Play Store (there is no
way to configure apps that are installed using another method). An Organization in the Managed Google Play Store can be bound to a third
party MDM/EMM solution and apps that are distributed to the devices managed by the MDM/EMM need to be first approved by the
Organization's admin to appear in the Play Store app on the device. They can be installed as a mandatory app (so that they are installed
automatically) or optional (the user of the phone can choose to install it).

Cognex provides support for App Config standard with it's MX-series devices and compatible apps starting with remote Firmware Update and
Config Upload for MX Terminals through the MX Connect application. With the App Configuration capability (see Terminology and Definitions)
the MDM administrator can specify which Firmware and Config should be applied to a device or group of devices. When these are specified
MX Connect will apply the Firmware Update and/or Config Upload after it is synchronized to the Android device and when it is connected to
the MX Terminal (see steps below).

Please note that we support a different method for updating the Firmware and uploading a Config for MX Terminals using Intents, but that
is not supported by every MDM that supports App Config (ex. SOTI supports Intents but Mobilelron don't), and cannot be used together
with it. Intents can be used more like commands: you can start a Firmware Update or Config Upload by sending an Intent to a specific
device. App Config on the other hand (as its name suggest) is a configuration: you can specify with it which devices should have which
firmware and config and they will be applied at some point automatically (if necessary). Using App Config for Firmware Update and Config
Upload is the preferred way due to its simplicity.

Terminology and Definitions

The following terms are used throughout this document:

« MX Mobile Terminal: The MX barcode reader device, for example, MX-1502.

« Android device: Android smartphone inside the MX Mobile Terminal.

« Firmware: The firmware of the MX Mobile Terminal.

« MX configuration: The configuration of the MX Mobile Terminal.

« MDM: Mobile Device Management referring to an MDM solution, for example, SOTI or Mobilelron.

« EMM: Enterprise Mobility Management, same as MDM (different terminology).

« App Config (Community): A community comprising of different OEMs, MDM/EMM vendors and app developers

« App Config (Standard): A standard, created by the similarly named community in order to standardize the way devices and applications
managed in enterprise environments. It defines several capabilities that participant MDMs and OEMs can implement (implementing
different capabilities are optional, and implementation details can differ as long as they respect the standard).

« App Configuration capability: The capability of the App Config standard that defines how enterprise applications should be managed
from MDM by defining properties that are defined on the MDM side and influence the app's behavior. The developer of the applications
need to define the properties.

« Android (for) Enterprise | Android for Work: It has different names but basically the Android OS's features for Enterprise users,
comprising Managed Configurations/App Restrictions.

« Android Work Profile: Android devices enrolled to Android for Work (either directly, or through a third party MDM/EMM solution) are set
up with Work Profile that is basically a separate part of the system consisting of apps and data that are managed by the enterprise. It is
separated from personal apps and data and can be accessed from a dedicated Ul of the phone. Apps that are installed to Work Profile
can be managed via App Config from MDM/EMM solutions.

« Managed Google Play Store | Google Play for Work Store: The variant of the Google Play Store (the official application store for
Android) meant for Enterprise users. You need to have an Organization registered in this Store to be able to use Managed Google Play
Applications. This store is a superset of the normal Google Play Store so every normal Google Play app appears in the Managed Play
Store / Google Play for Work Store but they may be manageable (ex. contain App Config features) and additional apps that are meant to
be used in Enterprise environments can be accessed from there. An Organization can also have private applications in this store that only
they can access.

« Managed Google Play Applications: The apps that appear on the Managed Play Store / Google Play for Work Store.
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« Managed Configurations: The Android implementation of the App Config standard's App Configuration capability, provides features to
manage enterprise applications from MDM.

« App Restrictions: Older, no longer used name for Managed Configurations on Android.

Preparation Steps

1. Register an Organization in the Managed Google Play Store (Google Play for Work Store) using Google's Managed Enterprise
Enroliment page and create a binding between it and the MDM/EMM solution you use

To register your organization, start from the MDM/EMM you are using and start adding the binding. You will need at least one Google
Account that is registered to Manage your business (not a personal account).

Please note, that one Organization can only be bound to one MDM/EMM at a time.

« SOTI
« Mobilelron

SOTI can be bound to multiple Organizations in the Managed Play Store (but one Organization still can only be bound to one MDM/EMM
at a time). You can manage these Android Enterprise Bindings under Servers / Global Settings.
You need to add a New Managed Enterprise.

j_,} Global Settings

Mame - Value

[Andrnid Enterprise Bindings CogTestEnt ]

Android Migraticn Certificate

Android Plus Management OEM Specific for All Android Devices
Apple Push Notification Service com.apple mgmt.External.cd7&b40e-ced...
Apple Device Enrollment Program

Apple Wolume Purchase Program

BES Link

Branding Settings
Cerfificate Authorities
E]Rules | /A Alerts Security | [ Servers || 2 Global Reports
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| @ |
ﬂ Configure Android Enterprise Bindings

CogTestEnt
The Enterprise below is currently bound te this instance of MebiContrel. In erder to manage
devices under additienal domains, you must either add a new Domain and MDM token, or
alternatively, create another Enterprise.

Enterprise

Enterprise name: CogTestEnt

Administrator Account: balazs.gerlei@cognex.com

New ~ Delete Close Help
Google Domain

Managed Enterprise

If you already registered your Organization you just need to sign in with one of the administrator accounts for that Organization, or you
can register a new Google Account (remember to choose "To manage your business" as the reason for creating an account). If you
register a new account and a new Organization, this new administrator account will also be the Owner of the Organization, but you can
add more administrator accounts later and you can also change the owner too (the Owner account can designate another administrator

as the new Owner).

You need to finish the steps on Google's page so the binding between your Organization and Mobilelron is created.

P Google Play = [

Bring Android t0 Work o

Work smarter and faster with Android
SIGN IN
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Google
Sign in

Use your Google Account

Email or phone )

Forgot email?

Mot your computer? Use a Private Window to sign in.

Learn more
Create account
For myself

To manage my business

Englis Help Privacy Terms

To create a binding and register your Organization in the Managed Google Play Store, you need to go to Admin / Google / Android
Enterprise menu of Mobilelron. You can begin the recommended setup by clicking on the Authorize Google button.

mobileiron Admin / Google / Android Enterprise

CLOUD

Android Enterprise

Show Description

Dashboard

Managed Google Play Account
Devices
Fﬂremerprisss that are NOT G Suite subscribers, this method allows users to be enrolled with And

automatically with Google.
‘You will be asked to authorize Android enterprise with an admin Geogle account.

Begin Recommended Setup

.\ Configurations Authorize Google -+
Policies
Managed Google Account:

For enterprises who are G Suite subscribers, this method allows your users to enroll in Android

Use Managed Google Account Setup

If you already registered your Organization you just need to sign in with one of the administrator accounts for that Organization, or you
can register a new Google Account (remember to choose "To manage your business" as the reason for creating an account). If you
register a new account and a new Organization, this new administrator account will also be the Owner of the Organization, but you can
add more administartor accounts later and you can also change the owner too (the Owner account can designate another administrator
as the new Owner).

You need to finish the steps on Google's page so the binding between your Organization and Mobilelron is created.
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P Google Play #

Bring Android to Work

Work smarter and faster with Android

SIGN IN

Google
Sign in

Use your Google Account

Email or phone D

Forgot email?

Mot your computer? Use a Private Window to sign in.

Learn more
Create account
For myself

To manage my business

Englis Help Privacy Terms

® ¥

2. Enroll your Android device with your MDM/EMM and set up Work Profile to use the Managed Play Store)

¢ SOTI
« Mobilelron
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With SOTI, you need to decide at the time of enroliment whether you want to use the Managed Play Store and set up a Work Profile on a
particular device. So in order to use App Config, you need to Enroll your device into SOTI in a different way than other, non-managed
devices. Once you enrolled a device, you can only remove or set up Work Profile again by re-enrolling it.

To Enroll a device to use the Managed Play Store and set up Work Profile, you need to create a new Add Device Rule for Android Plus
devices and in the Android Enterprise step, you need to select Managed Google Play Accounts and select your Organization (that is
bound to SOTI) from the dropdown. Finish creating the Add Device Rule with the options you want to use and use this Rule when
Enrolling your devices so the Work Profile will be set up on them so MX Connect will available to them in the Managed Play Store.

b'e |

@ Create Add Devices Rule

Android Enterprise Setup

For Access to the Managed Gooagle Play Store, choose which method to use to Manage the Android Devices
enrolling using this Add Device Rule. If access to the Managed Google Play Store is not required, you do not
need to modify any of the options below and can continue with the Add Device Rule Creation.

" Managed Google Play Accounts
Available Enterprises

Managed Google Accounts

Manage the Devices using Google Accounts created in the Google Admin Portal [Admin.Google.Com)

Skip Google Account Addition During Enrollment on Managed Android Devices

Back Mext Cancel Help

Mobilelron does not require you to enroll a device in any special way if you want to use the Managed Play Store and setup Work Profile
on it, but you need to add the device to a Device Group that the appropriate Configuration is distributed to. You can add or remove a
device at any point (without re-enrolling it) to remove and setup Work Profile again.

After the devices are Enrolled, you need to Distribute the "Android enterprise: Managed Device with Work Profile" Configuration to them.
This Configuration should be created by the system and you can distribute it to individual Devices or Device Groups (recommended).
Once you Distributed this Configuration to devices, Work Profile can be set up on them, but you need to do some additional steps on the
device(s) themselves so the setup completes. Once that is done, they are able to use the Managed Play Store and MX Connect can be
used with Managed Configurations on them.

Configurations @ New Look!

Configurations

Show Description

Fiters v a s -

saTus | NAME upDATED Tvee
App Catalog for Androld 83 days 7 hours ago by System ' Android App Gatalog
Default Android AppGonnect Configuration 439 days 22 hours ago by System Eb Android AppGonnect (Priority: 2001)
Ancold enterprise: Work Profll (Androld for 1 0o e Ancroid enterprise (Anraid for Work)
Work) =
X
2 Oseut App Runtims Permissions 9 dys 22 howssgo by Sysem (3 ol Ao Runime Permisios oty 2001)
B Androld enterprise: Work Managed Device
3 Work Managed Devices (Device Owner)
* Androld for Work) 19 days 0 nour ago by = o ¢ )
{3} Androld enterprise: Managed Device with 13 days 0 hour ago by @ Managed Device with Work Profile/Work Profile on Gompany Owned Device
Work Profile
Default I0S AppGonnect Configuration 377 days 2 hours ago by System [® ios Apponnect (Priorty: 2001)
MX Connect SAM mode 378 days 20 hours ago by System [ single App Mode (Priorty: 1001)
Mobllelron Agent CA Gertificate 439 days 22 hours ago by System B certmoate
AvpsaWork for macos 419 Gays 14 nows agobySysom . Gl Savies
Ancrod Notiation Servce 45 Gays22hows agobySysom . Cllet Savies
Awp Catalog Savice 15 Gays 22 hows agobySysom . Gl Savies
Android AppConnect Passcode Service 439 days 22 hours ago by System °&° Glient Services
GMall 439 days 22 hours ago by System [ Email
Identity for Windows enroliment 439 days 22 hours ago by System S7, gentity Certitcate (pynamically Generatea)

Showing 1 to 39 of 39

‘About Mobilelran | Terms of Use | Privacy Palicy | Usage Data
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Configurations / Details @ New Look!

®

Android enterprise: Managed Device with Work Profile snhow bescription

Type: Managed Device with Work Profile/Work Profile on Company Owned Device

() Enabled | () Last updated at: 13 days 0 hour ago by Balazs Gerlel | Installed on no Devices (via Device Groups: No Devices | via Compliance Actions: No Devices)

7 b

Details
Settings Distribution
¢
S Device Groups:
B CogTestENtMIC Devices
About Mobileiron | Terms of Use | Privacy Policy | Usage Data
Configurations / Details @ New Look!
Edit Config Cancel

@ Edit Managed Device with Work Profile/Work Profile on Company Owned Device

Edit Settings Configuration
Distribute

1 Enable this configuration
This configuration will be applied to selected devices.

Choose one of these options

B

%
B )
N

ol

Al Devices No Devices Custom
Lo All compatible devices will have this ‘Stage this configuration for Define specific Device Groups that
configuration sent to them Iater distribution will have this configuration sent to them
Define Device Group Distribution Distribution Summary

Select options below to distribute Configuration

Search Selected Device Groups Q
L6 alectsd () Do not apply to other spaces.
Apply to devices in other spaces.
CogTestENtMIC Devices (2) ® © Apply P

Allow Space Admin to Edit the Distribution.

List of device users as they are added to the distribution.

v
NAME ~ | PHONE® DEV, i
Cognex Corporation Nokia 4.2
Cognex Gorporation SM-G930U

3. Approve the MX Connect app in the Managed Play Store for use in your Organization

« SOTI
« Mobilelron

To be able to install MX Connect with SOTI and use App Configurations, it need to be approved it in the Managed Play Store itself by an
administrator. MX Connect can be approved from its product page in the Managed Play Store.

If you do not already have one (where you want to add MX Connect to) you need to Create a new Application Catalog Rule (you can do
that from the menu that appears when right clicking on the Application Catalog header under Rules for Android Plus) and add MX
Connect from Google Play (or alternatively you can log in directly to the Managed Google Play Store and Approve MX Connect from
there).
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3 Return to MobiControl's next generation console!

["®). | @ soTimOoBICONTROL

balazs.gerlel (Log.Out)

) Ada Dovices \ame -
T coenex ovice
T Cogrex Tost Entrrse Deve
) Enginserg Tos Dovicss
T sormio ot Tot doviess || ol Dbl Ruls o
T savsunG_Ss_oa
T e Dovess
] radesnow Dovess
T Work profie

4] Applicatic
o o] 4

] CognexTestEnt Managed App]
(3] MX Connect
3] Work profle

4] File Sync
[Z] Cognex - Upload firmware
[Z] cognex Engine - Disable Datz
[Z] Cognex Engine - Enable Data
] MX 1500 upload config
[Z] MxBrowserConfig
Rl send 579
] Update Fw

» ) Device Relocation

> () Data Collection

> () Alerts

> (3 Telecom Expense Management

Type Application Catalog
Total Rules 4

] Logs
Al | Start: 101812020 |5 En 101192020 [
Typ| Date ~ Time Message Rule Deployment... Device Package  User

W page| et1 s b C A ~

1 Rutes || 2 repors | (8 ontent Lbrary

E]L’ Create Application Catalog Rule

Create an Application Catalog Rule for Android to help users discover commeonly used applications through the Device
Agent and install them on their device.

Name:

Cognex App Catalog

For example: Field Service Applications

Back | Next | | Cancel || Help |
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@ Create Application Catalog Rule

Select the applications that you want to appear in the Application Catalog.

Name  Version Type URL Product Con... Approval St...

Back MNext Cancel

Add/Edit Application Catalog Entry

Add T

Managed Google Play Applications

d
% Google Play Store Applications
£ Enterprise Applications

Help

R Sync Apps

Binding: CogTestEnt
Search Search Criteria Eaanch
Managed Applications Managed Google Play -
Application Information
Name:
Version: Price: Free
Seller:
Private:
Description:
Advanced
OK Cancel Help

You need to search for MX Connect and before you can successfully add it to the Application Catalog Rule, you need to Approve it.
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I Managed Google Play Store (CogTestEnt)

' Google Play

| mx connect

,: Apps

| MX

Connect
MX Keyboard

{
{ MX Connect MX Keyboard
{ Cognex Corporai Cognex Corporai
| ) -

Connect

MX Connect App MX Player

Cognex Corporai

MX Media (former!

ok k

Managed Google Play Store (CogTestEnt)

<«

3

5]

| searcn

MX

Connect

Add/Edit Application Catalog Entry 2
[ x |
[ 2| o
TASCAM HH E m
TASCAM MX CC Cognex Quick Se MX Browser
TEAC CORPORAT Cognex Corporai Cognex Corporali
kK KR
X
MX Player Beta MX Player Code MX Play
MX Media (formerl MX Media (formerl Sistema Pibiico
* kK kKK * ko
MXPLAYER D
[ ok || mep |
Add/Edit Application Catalog Entry =
| x |

MX Connect

Cognex Corporation *AKA 62

H pecia

© This app s only available in certain countries

— =

°

This app enables your mobile phone to seamlessly connect to Cognex MX readers.

‘You should install this app in order to use QuickSetup v2.0 and above.

| ok || mHep |

10/ 63



COGNEX

Application Catalog Entry

Managed Google Play Store (CogTestEnt)

MX MX Connect X

Connect Cognex Corporation

Showing permissions for all versions of this app

This app has access to:
B Storage

« read the contents of your USB storage
B8 Photos/MediaFiles

« read the contents of your USB storage
[ Other

« run at startuo

Updates to MX Gonnect may automatically add additional capabilities

within each group. Learn more
cancel

Add/Edif

Application Catalog Entry

Managed Google Play Store (CogTestEnt)

Approval Settings Notifications

MX Connect

Comsct  Cognex Corporation

How would you like to handle new app permission requests?

®

o

Keep approved when app requests new permissions.

Users will be able to install the updated app.

Revoke app approval when this app requests new permissions.

App will be removed from the store until itis reapproved

Done

Help

Help
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- Add/Edit Application Catalog Entry

| x | &
Managed Google Play Store (CogTestEnt)
< [ searcn ES )

o
{

] MX Connect

© Gognex Corporation exxaio2

O reci3
Connect
y @ This app is only available in certain countries
—»  select Unapprove Approval Preferences
This app enables your mobile phone to seamlessly connect to Cognex MX readers.

To be able to install MX Connect with Mobilelron and use App Configurations, it need to be approved it in the Managed Play Store itself by
an administrator. MX Connect can be approved from its product page in the Managed Play Store.

You need to start with Adding a new app to Mobile Iron App Catalog from Google Play (or alternatively you can log in directly to the
Managed Google Play Store and Approve MX Connect from there).

Apps / App Catalog @) New Look!
App Catalog £} Refresh Avallable Catalogs (2) —_
Filters g 0/9apps - 88
Android - System . Clear Al
APPNAME - PLATFORM Ava. RATING USER DISTRIBUTION GROUP DISTRIBUTION source cost size

There is no information to display.

About Mobilelron | Terms of Use | Privacy Policy | Usage Data

You need to search for MX Connect and before you can successfully add it to the App Catalog, you need to Approve it
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Apps / App Catalog

Add App

@ Choose
2 Describe
3 Delegate
4 Distribute

5 Configure

Apps / App Catalog

Add App

@ Choose

2 Describe

3 Delegate

IS

Distribute

5 Configure

Cancel

Cancel

[V r—

@) 10 store

macos Store

.y

[F) windows store

i in-House

RAppsS
Connect
MX Keyboard
MX Connect MX Keyboard
Cognex Corporatic Cognex Corporatic
KKK I ee]

@ New Look!

I c @

% O G

MY Aannant A MY Dlnvar
Business Apps

Web@Work

Secure browser that lets users
access web content within the
corporate intranet without
requiring the user to use complex,
device-wide VPN.

& Forios

B v | mxcomeat

3

¢ MX

Connect

TASCAM MX CC Cognex Quick Se MX Browser

TEAC CORPORAT Cognex Corporaic Cognex Corporatic
K RH R

MY Dlavinr Bain MY Blauar fndn MY Diau,

Docs@Work
E Intultive app to access, annotate,

share, and view business
documents from email, SharePoint,
network drives, Box and Dropbox.

Forios

MX Connect

Cognex Corporation

H pecis

@ This app is only available in certain countries

o —e

@ iz

Business Apps
Email+ (i0S) Tunnel (i0S 9+)

ﬁ A secure and containerised email N secure per-App VPN for business
client that allows you to easily and apps and data from anywhere.
securely gain access to your Mobile apps can access protected
organisation’s email, calendar, and corporate data and content behind
contact on your iPhone, iPad or a firewall.
iPod Touch.

& _Forios

Email+ (10S)

Bl A seoure and con Qe
client that allows , asil
securely gain access to your
organisation’s emall, calenda
contact on your IPhone, IPad
iPod Touch.

@ New Look!

LR R K

—

Docs@Work

share, and view b,
documents from email, Share
network drives, Box and Droj

ForiOS
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@ New Look!

MX MX Connect X

Connect Cognex Corporation

Showing permissions for all versions of this app

This app has access to
B Storage

« read the contents of your USB storage

]

Photos/Media/Files
+ read the contents of your USB storage

(3 Other

« runat startuo

Updates to MX Connect may automatically add additional capabilities
within each group. Learn more

= - =

Approval Settings

Tunnel (10S 9+)

P Docs@Work
Secure per-App VPN for business E Intuitive app to ac -, 1o
apps and data from anywhere. share, and view b,
Mobile apps can access protected documents from email, Share
corporate data and content behind network drives, Box and Droj
afirewall.

&_Forios

&.Forios

@ New Look!

Notifications

MX Connect

Cognex Corporation

How would you like to handle new app permission requests?

(® Keep approved when app requests new permissions.

Users will be able to install the updated app.

(O Revoke app approval when this app requests new permissions.

App will be removed from the store unti it is reapproved.

Apps / App Catalog
Add App [e e S —,
® Choose
2 Describe
3 Delegate
4 Distribute
5 Configure
Business Apps
Email+ (i0S)

ﬁ A secure and containerised email
client that allows you to easily and
securely gain access to your
organisation’s email, calendar, and
contact on your iPhone, iPad or
iPod Touch.

Apps / App Catalog
Add App Cancel ./ | [‘rx conmect
® Choose
2  Describe
3 Delegate
4 Distribute
5 Configure MX
Connect
Business Apps
Email+ (i0S)

A secure and containerised email
client that allows you to easily and
securely gain access to your
organisation’s email, calendar, and
contact on your iPhone, IPad or
iPod Touch.

.. B

Tunnel (10S 9+)

P Docs@Work
Secure per-App VPN for business E Intuitive app to ac -, 1o
apps and data from anywhere. share, and view b,
Mobile apps can access protected documents from email, Share
corporate data and content behind network drives, Box and Droj
afirewall.

&_Forios

& Forios

You can distribute the app during the Add steps (in that case you do not need to do Step 4) and add a Managed Configuration to it too (in
that case you do not need Step 5 either), but you can also do it later in separate steps.
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Apps / App Catalog
Add App Gancel
MX MX Connect
et For Android enterprise (Android for Work)
Choose
Describe Choose one of these options
Delegate
Distribute
5 Configure
Everyone No One
Al users with compatible devices wil No user willreceive this app.
see this app in the App Catalog (Stage for later distribution).
Distribution Filter ()
Other Distribution Filter Options
Search Existing Distribution Filters.
OR
+ Add Distribution Filter
—Back
Apps / App Catalog
Add App Gancel
MX MX Connect
et For Android enterprise (Android for Work)
Choose
Describe . .
App Configurations
Delegate
o Managed Configurations for Android
S Define and pubish managed configurations for this app.
Configure @ Install on device

Install Application configuration settings.
Allows specifying install settings for an application.

Define how the . and the app catalog for
Featured Banner. This has a default configuration that can be edited but not priortized.

Promotion distribution configuration settings.
Allows specifying Promotion distribution settings for an application.

h Google Play Release

apps.

— Back

4. Install MX Connect from the Managed Play Store

« SOTI
« Mobilelron

After you approved it, you can install MX Connect from the Managed Play Store by adding it to an Application Catalog Rule. In order to

“This configuration option decides whether to require this app to be Installed on devices by the end user. The instaliation will be sllent on 10 devices
that are supervised. This has a default configuration that can be edited but not prioritized.

Individuals. Options are: Not Featured, Featured List and

Define which binary from the Google Play will be dsployed to specific groups or individuals. Includes support for elivering Alpha and Beta channel

@ New Look!
Custom
Define specific User Groups and
Individuals who should see the app in
the App Catalog
Y

@) New Look!

About App Configurations
o
-
& miuses

-

QL Alusers

have MX Connect appear in SOTI you may need to manually Sync Apps.
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- — [ 2 |
Add/Edit Application Catalog Entry
Binding: CogTestEnt ——P | sync Apps
1
Search Search Criteria Search
Managed Applications Managed Google Play
| i
Application Information
Name: !
Version: Price: Free
Seller:
Private:
Description:
Advanced
1
oK Cancel Help

After you approved it, you can install MX Connect from the Managed Play Store from the App Catalog of Mobilelron by setting its
Distribution. In order to have MX Connect to appear in Mobilelron you may need to manually Refresh Available Catalogs.

Apps / App Catalog @ New Look!
App Catalog £} Refresh Avallable Catalogs (?) €=
Filters 4 1/9apps - 93
Public Android Clear All
AP NAME - | euateonm Ava. RATING uSER DISTRIBUTION GROUP DISTRIBUTION source cost size
WX Connect
MX 1aies Androla o 1 Public FREE 200 MB
Ganict

‘About Mobilelran | Terms of Use | Privacy Policy | Usage Data

Once the MX Connect App shows up in the Catalog, you need to Distribute it to the Users or User Groups that needs to use it.
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Apps / App Catalog / Details @ New Look!

MX MX Connect

Comect | Not available | Delegation Status: App is not delegated
]
Details App Configurations ~ Reviews ~ App Gonfig Feedback
App Information
Package ID: com.cognex.mxconnect Category: Tools
Size: 2.00 MB Avg. Rating:
Source: Public ‘Compatibility: Compatible with Android

Gost: FREE
Date Modified: 10/4/20 7:00 AM by System
Date Created: 4/29/20 11:47 AM by
Minimum OS Version Required: 4.4

App Delegation @

Delegate this app to all spaces
+ Do not delegate this app

What's New

Improve overall stability before raising minimum supported Android version to 5.0

Description
This app enables your mobile phone to seamlessly connect to Cognex MX readers.

You should install this app in order to use QuickSetup v2.0 and above.

More...

Screen Shots

Apps / App Catalog / Details

MX MX Connect

“mec | Not available | Delegation Status: App s not delegated
Detalls Distribution App Configurations Reviews
Cancel

App Distribution

Choose one of these options

Everyone No One
Al users with compatible devices will No user will receive this app.
see this app in the App Catalog (stage for later distribution)

Select below to distribute this app

Users User Groups
Search User Groups

Al (3) Selected (0)

‘About Mobilelron | Terms of Use | Privacy Policy | Usage Data

@ New Look!

App Config Feedback

Custom

Define specific User Groups and
Individuals who should see the app in
the App Catalog

App Distribution Summary
This app will be sent to:

SL 0 Individual Users

G1 0 User Groups

1) MX Connect App Config Testers (1)
7 Group A (0)
) Group B (0)

Distribution Filter (2

Other Distribution Filter Options
Search Existing Distribution Filters.

OR

+ Add Distribution Filter

5. Create a Managed Configuration / App Configuration for MX Connect

« SOTI
« Mobilelron

When you add MX Connect to an Application Catalog Rule, you can also set the App Configuration values under Advanced settings for it.
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5 . g [ |
Add/Edit Application Catalog Entry
|
Binding: R Sync Apps
1
Search M¥ Connect Search

Managed Applications Managed Google Play

Application Information

Name:

MX MX Connect
Connect Version: 1.3.1 (88) Price: Free
Seller: Cognex Corporation
Private:
Description:
Connection service for Cognex MX readers
—Pp | Advanced
OK Cancel Help

On the Advanced page you can select whether the app will be Mandatory installed (recommended) to every devices that are targeted by

this Rule, or will be only Suggested to the users. If you use the second option, MX Connect needs to be manually installed on the Android
device from the Managed Play Store.

Advanced
Application Type:

Suggested 7

Configuration URI:

[Q Enable App Configuration ]

Firmware File:
Config File:

Always Apply
Config:

Default oK Cancel Help

The App Configuration will be applied when MX Connect will be installed on the devices that are targeted by the Rule.

You can change these App Config values later and after the Rule gets synced they will be applied on the device too.
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With Mobilelron you can create multiple, named App Configurations for an app, and you can distribute them in several ways: to specific
users, user groups or all users that have the app installed.

Apps / App Catalog / Details @) New Look!

MX MX Connect

Comect | Not available | Delegation Status: App is not delegated
]
Detalls Distribution App Configurations Reviews App Config Feedback
App Configurations Summary About App Configurations
TYPE
% Managed Configurations for Android o

Define and publish managed configurations for this app.

B. Install on device 1

“This configuration option decides whether to require this app to be installed on devices by the end user. The installation will be silent on IS devices that are
supervised. This has a default configuration that can be edited but not prioritized

«fz Promotion

Define how the app gets promoted and appears in the app catalog for specific groups or individuals. Options are: Not Featured, Featured List and Featured
Banner. This has a default configuration that can be edited but not prioritized.

h Google Play Release o

Define which binary from the Google Play will be deployed to specific groups or individuals. Includes support for delivering Alpha and Beta channel apps.

About Mobilelron | Terms of Use | Privacy Policy | Usage Data

Apps / App Catalog / Details @) New Look!

MX MX Connect

Not available | Delegation Status: App is not delegated
]
Detalls Distribution App Configurations Reviews  App Config Feedback
App Configurations Summary » Managed Configurations for Android

Managed Configurations for Android
Define and publish managed configurations for this app.

NAME DESCRIPTION UPDATED DISTRIBUTION AcTioNs

There is no information to display.

About Mobilalron | Terms of Usa | Privacy Policy | Usage Data

This distribution don't need to be the same as the app's distribution, and the App Configuration will be applied to the users to whom both
the app and the App Configuration are distributed. If there is no overlap between the distribution of the app and the App Configuration, the
App Configuration won't be applied to anyone (ex. if you choose to distribute the application to Group A, and distribute an App
Configuration to Group B, it won't be applied to either groups).
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MX MX Connect
Comect | Not available | Delegation Status: App is not delegated

Detalls Distribution App Configurations Reviews App Config Feedback

App Configurations Summary » Managed Configurations for Android
Cancel

Gnoose one o mese options

\ / \

- | X )
\ Y, \ )
Everyone with App No One Custom
All Users who have the app Stage this App Config for later This config goes to a custom defined
distribution set of users and/or user groups
Sy g
Select below to distribute this app configuration App Configuration Distribution Summary
Users User Groups This configuration will be sent to:
Search User Groups Q Sy 0 Individual Users
Al 3) Selected (0) 8 0 User Groups

MX Connect App Config Testers (1)
Group A (0)

Group B (0)

Update Firmware on MX Mobile Terminal from MDM

1. Change the Firmware URI in the Managed Configuration / App Configuration

« SOTI
« Mobilelron

You can change the Firmware URI by editing the Advanced settings of MX Connect's entry in an App Catalog Rule in SOTI. You can set a
URL for where the Firmware file is hosted on the internet (recommended), or a local path on the devices' file system. It is highly
recommended to use Cognex's Firmware Update server URLs for Firmware updates. If you choose to do the update from a file you need
to put the Firmware file to the device's file system, which you can do with a File Sync Rule from SOTI.
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5 Ep—— [ |
Add/Edit Application Catalog Entry
|
Binding: R Sync Apps
1
Search M3 Connect Search
Managed Applications Managed Google Play

Application Information

Name: MX Connect

M% Version: 1.3.1 (88) Price: Free
Seller: Cognex Corporation
Private:

Description:

Connection service for Cognex MX readers

—Pp | Advanced

OK Cancel Help

Advanced
Application Type:

Suggested 7

Configuration URI:

) Enable App Configuration

Firmware File:

Config File:

Always Apply
Config:

Default oK Cancel Help

You can change the Firmware URI by editing a Managed Configuration in Mobilelron. You can set a URL for where the Firmware file is
hosted on the internet (recommended), or a local path on the devices' file system. It is highly recommended to use Cognex's Firmware
Update server URLs for Firmware updates. If you choose to do the update from a file you need to put the Firmware file to the device's file
system manually and than use it's path in the Managed Configuration.

21763



COGNEX

MX MX Connect

©mt| Not avallable | Delegation Status: App is not delegated
Detalls Distribution App Configurations Reviews App Config Feedback

App Configurations Summary » Managed Configurations for Android

Cancel

Configuration Setup

Name

l

+ Add Description

Managed Configurations

Apply these configurations to the app when silently distributed to the users.
Blocks app from sharing widget across profiles.
Blocks the user from uninstalling the app.
Minimum version

\ Managed Configurations ()

Configuration Name Value

Firmware File =,
Firmware File ‘=
Contig File =,
Gonfig File =]

Always Apply Config
Always Apply Gonfig

Runtime Permissions
For Apps created with AP 23+ and Android 6.0+

« SOTI
« Mobilelron

Apps / App Catalog / Details @ New Look!

2. Wait for the modified Managed Configuration / App Configuration to be synchronized to the Android devices, or force the synchronization

After the App Configuration values for MX Connect are changed in an Application Catalog Rule, SOTI will send this change to all devices,

that the Application Catalog Rule is targeted with. You cannot schedule when this will happen, however you can force it on a particular

device by initiating a Check-in of that device from the Device Details page.

' l CogTestEntsam... | = © @ B 1] [z () 5] &—’c

DEVICE DETAILS CONFIGURATIONS APPLICATIONS LOCATION SECURITY DEVICE ACTIONS (3

O Ssearch for Action
O search for Property Name or Value

Upgrade Agent

COMPLIANCE @ USER DETAILS (C Checkin
(@ Allow Exchange Access
Compliance Status (©  +/ Compliant
@ Allow SOTI Hub Access.
Agent Compatible W Yes
& Allow SOTI Surf Access
@ Block Exchange Access
DEVICE DETAILS @ Block SOTI Hub Access
Device Kind Android Plus @ BlockSOT SurfAccess
(B} Clear SOTI Hub Cache
Device ID HARDWARE DETAILS
Enrollment Time 2020-04-07 12:25:14 MAC Address
Device Family W Android Plus Wifi MAC Address
1P Address Manufacturer samsung
Agent Online No Model SM-GISOF
Device Mode Active Total External Storage ~ 53.96GB
05 Version 8 Total Memory 35968
Path Total Storage 53.98GB
Deployment Server SDOES8T Available External Storage @ 46.66 GB / 53.95 GB
Agent Version 133108 Available Memory — L75GB/3.59GB
Android API Level 2 Available Storage - 46.68GB / 53.98 GB
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After a Managed Configuration is changed, Mobilelron will send this change to all devices, that the Managed Configuration is distributed
to. You cannot schedule when this will happen, however you can force it on a particular device by Forcing a Check-in of that device.

Devices / Devices / Details @) New Look!

B

Cognex Corporation | budanoidsegmail.com | Go to Audit Trals

Nokiad.2 = Phone #:N/A  Space: Default Space status: Active | (0) Last Check-in: 6 days 5 hours ago | (L) Client Last Checlcin: 6 days 5 hours ago

(D App Feedback ! ast Sune- & days 12 hours ago
Force Check-in

M 6 6 B €

Overview Configurations Installed Apps Policles Certificates Sentry Attributes Logs

 General
Device Location Disabled in Privacy
Manufacturer HMD Gilobal
Wi-Fi MAC Address
Wi-Fi MAC Address for inventory N/A
System Update Status UNKNOWN
1P Address
Serial Number
Alternative Serial Number N/A
Uptime 7 days 20 hours ago
Storage Usage Internal 17.34 GB available of 33.55 GB
0S/Version Android 10
OS Build Version 00EEA_2_330_SP02
Build ID
System Update Unknown
Zebra Patch Version N/A
‘Samsung Model N/A

3. Wait for the updates to be completed
When the values set using App Configuration / Managed Configuration gets synced to an Android device and the Firmware URI is
changed, it will be automatically installed to the MX Terminal by MX Connect. If the MX Terminal is connected when the new values are

received, the installation will begin right away and if not, it will be done upon next connection. Please note that you cannot use the MX
Terminal unti the Firmware update is done.

Update MX Configuration on MX Mobile Terminal from MDM

1. Change the Config URI and set whether you want to Always apply config in the Managed Configuration / App Configuration

« SOTI
« Mobilelron

You can change the Firmware URI by editing the Advanced settings of MX Connect's entry in an App Catalog Rule in SOTI. You can set a
URL for where the Config file is hosted on the internet, or a local path on the devices' file system. You need to host your config file
somewhere and set its URL if you want MX Connect to download it. If you choose to do the update from a file you need to put the Config
file to the device's file system, which you can do with a File Sync Rule from SOTI.
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5 . g [ |
Add/Edit Application Catalog Entry
|
Binding: R Sync Apps
1
Search M¥ Connect Search
Managed Applications Managed Google Play
Application Information
MX Name: M Connect
Connect Version: 1.3.1 (88) Price: Free
Seller: Cognex Corporation
Private:
Description:
Connection service for Cognex MX readers
—Pp | Advanced
OK Cancel Help
| 2 |
Advanced
Application Type:
Suggested 7
Configuration URI:
) Enable App Configuration
Firmware File:
Config File:
Always Apply
Config:
Default oK Cancel Help

You can also set whether the Config will be Always Applied, meaning that it will be uploaded and saved on the MX Terminal every time
MX Connect connects to it. This way, even if an application (that communicates with the MX Terminal) changes the Config while it is
running, the Config file that is set in MDM will be applied again as soon as that application goes into the background.

You can change the Firmware URI by editing a Managed Configuration in Mobilelron. You can set a URL for where the Config file is
hosted on the internet, or a local path on the devices' file system. You need to host your config file somewhere and set its URL if you want
MX Connect to download it. If you choose to do the update from a file you need to put the Config file to the device's file system manually
and than use it's path in the Managed Configuration.
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You can also set whether the Config will be Always Applied, meaning that it will be uploaded and saved on the MX Terminal every time
MX Connect connects to it. This way, even if an application (that communicates with the MX Terminal) changes the Config while it is
running, the Config file that is set in MDM will be applied again as soon as that application goes into the background.

Apps / App Catalog / Detalls

MX MX Connect

Not available | Delegation Status: App Is not delegated

Detalls Distribution App Configurations Reviews App Config Feedback

App Configurations Summary > Managed Gonfigurations for Android

Cancel

Configuration Setup

Name

l

+ Add Description

Managed Configurations

Apply these configurations to the app when silently distributed to the users.
Blocks app from sharing widget across profiles.
Blocks the user from uninstalling the app.
Minimum version

“~ Managed Configurations ()

Configuration Name Value

Firmware File
Firmware File

Config File
Gonfig File

Always Apply Config
Always Apply Config

2 s

Runtime Permissions
For Apps created with API 23+ and Android 6.0+

New Look!

2. Wait for the modified Managed Configuration / App Configuration to be synchronized to the Android devices, or force the synchronization

SOTI
Mobilelron

After the App Configuration values for MX Connect are changed in an Application Catalog Rule, SOTI will send this change to all devices,

that the Application Catalog Rule is targeted with. You cannot schedule when this will happen, however you can force it on a particular
device by initiating a Check-in of that device from the Device Details page.
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. CoglestEntsam... | = © C

DEVICE DETAILS CONFIGURATIONS APPLICATIONS

O Ssearch for Property Name or Value

COMPLIANCE @

Compliance Status () + Compliant

Agent Compatible W Yes
DEVICE DETAILS

Device Kind Android Plus
Device ID

Enroliment Time 2020-04-07 12:25:14
Device Family W Android Plus
IP Address

Agent Online No

Device Mode Active

0S Version 9

Path

Deployment Server 5008597

Agent Version 14.3.3.1038
Android API Level 28

Devices / Devices / Details

{

Force Check-in

8 6 8+

 General
Device Location
Manufacturer
Wi-Fi MAC Address
Wi-Fi MAC Address for inventory
System Update Status
IP Address
Serial Number
Alternative Serial Number
Uptime
Storage Usage
0S/Version
0S Build Version
Build ID
System Update
Zebra Patch Version

Samsung Model

Cognex Corporation ' budanoids@gmai.com
Nokia4.2 | Phone #: N/A = Space: Default Space Status: Active @ Last Check-in: 6 days 5 hours ago @ Glient Last Check-in: 6 days 5 hours ago

(D App Feedback ! ast Sune- & days 12 hours ago

Overview Configurations Installed Apps Policles

3. Wait for the updates to be completed

B @ &

U B

LOCATION SECURITY DEVICE ACTIONS @

O search for Action

) Upgrade Agent

e—Q

USER DETAILS C  Checkin

@ Allow Exchange Access

HARDWARE DETAI

MAC Address

Wifi MAC Address

@
S}
@
@
@
Ls

Allow SOTI Hub Access.
Allow SOTI Surf Access
Block Exchange Access
Block SOTI Hub Access
Block SOTI Surf Access.

Clear SOTI Hub Cache

Manufacturer samsung

Model SM-G950F

Total External Storage 53.96 GB

Total Memory 359GB

Total Storage 53.98GB

Available External Storage @ 46.66 GB / 53.96 GB
Available Memory -—— L.75GB/3.59GB
Available Storage - 46.68 GB / 53.98 GB

Go to Audit Tralls

Certificates Sentry Attributes

Disabled In Privacy

HMD Global

N/A

UNKNOWN

N/A

7 days 20 hours ago

After a Managed Configuration is changed, Mobilelron will send this change to all devices, that the Managed Configuration is distributed
to. You cannot schedule when this will happen, however you can force it on a particular device by Forcing a Check-in of that device.

@) New Look!

Logs

Internal:  m— 17.34 GB available of 33.55 GB

Android 10

00EEA_2_330_SP02

Unknown

N/A

N/A

When the values set using App Configuration / Managed Configuration gets synced to an Android device, it will be automatically installed

to the MX Terminal by MX Connect if the actual file is different than the last installed one, or if Always apply config was set. If the MX
Terminal is connected when the new values are received, the installation will begin right away and if not, it will be done upon next

connection. Please note that you cannot use the MX Terminal unti the Config upload is done, but it usually just takes a couple of seconds.
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SOTI - MobiControl

Updating the firmware on an MX Mobile Terminal

General

Cognex provides two methods for deploying new firmware upgrades to MX devices with SOTI's MobiControl:

« You can have the MX device retrieve the firmware file from a URL you provide (http or https).
« You can push the firmware file directly to the MX device.

Before performing a firmware update with MobiControl, consider the following:

« Your MX mobile terminal must have at least version v1.2.0 of MXConnect installed on the mobile phone.

« If the MX mobile terminal is not turned on when the update is sent, but the phone receives the update from MobiControl, the firmware
update will take place when the MX mobile terminal is powered on. If you send out several different intents when MW mobile terminal is
offline, only the last update command will be executed. (The same is true for firmware update intents.)

« There is only one way communication from MobiControl to MXConnect: this means that you cannot follow what the progress percentage
and success rate of your roll-out is.

« To perform the firmware update, MXConnect will disconnect all apps from the MX mobile terminal, perform the update, then reboot the MX
device (not the mobile phone). It is highly recommended to perform updates in a time period when the device is not likely to be in use.

« You cannot perform a firmware update on an MX mobile terminal that is in keyboard wedge mode (this is a limitation of Android). You
must scan the configuration barcode to disable keyboard wedge mode first, apply the firmware update, then scan the configuration code
to re-enable keyboard wedge mode.

« If you decide to push the firmware file directly to the MX mobile terminal, you must first grant Storage access to MXConnect. You can do
this by starting MXConnect from the notification bar (swipe down on the notification bar, select MXConnect from the notification list):
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N =1 100% @ 4:14 PM

MX Connect

PERMISSIONS

READER SETTINGS

Open QuickSetup app

Updating firmware from a URL

When updating the MX firmware from a URL (web server), you must provide the full path to the firmware file. If your MX devices have full
Internet access, you can use the Cognex server, otherwise you must host the firmware file on a server your devices can access. The following
FAQ provides more information on obtaining the Cognex link or firmware file: How to obtain firmware files for MX-1000 and MX-1502 series?

Once you have the URL for the firmware file you wish to deploy, follow these steps:

1. Log into MobiControl
2. Right click on the device or device group you wish to update
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3. Select Send and Script

Staninm -
-
_Ef 8 AgentUpgrade Q COGNE
E ™M Add Devices ! COGNE
Manage Group (=
- In [@ ‘Q COGNE
.Lg &4 Dizable Devices =
\at3 ‘Q COGNE
iatd ¥ Advanced Setfings -
@ COGNE
Action
=
Q COGNI
Location Services
| =y}
g SME
Send & Message |
¥ Sync Files Now € Script pNE
- Ir
£Y Request Device Check-in Q COGNE

4. Click on Scripts (first time) or select a saved script from the drop down list.
5. Use the following script to invoke the MXConnect intent for updating firmware:

sendintent -a

"intent:#Intent;action=com.cognex.mxconnect.action.FIRMWARE_UPGRADE;S.uriString=https://s3.amazonaws.com/cognex-

firmware/files/MX-1500_v5.7.1_sr3.bin.gz;end"

Update the value of the uriString parameter with URL of the firmware file. The example above shows a URL to the Cognex firmware

repository.

\ﬁ Send Script

Execute the following script on the mobile device:

Firmware upgrade from store

sendintent -a

Scripts

"intent: #Intent; action=com.cognex. mxconnect. action. FIRMWARE_UPGRADE; S.unStri
ng=https://s3.amazonaws.com/cognex-firmware/files/MX-

1500_v5.7.1_sr3.bin.gz;end"”

® MobiControl

v

Platform Motification Service

\

Send Motification via native 05 messaging service

Send using:

Updating firmware from device storage

#| Quesue message for delivery to offline devices

QK

Help
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Once you have retrieved the appropriate firmware file from the Cognex repository, follow the steps below:

1. Log into MobiControl

2. Create a new File Synch rule according to the details below. We recommend that you upload the firmware file to the mobile device's
Download directory as in the example below.

| 4 |
Edit File Sync Rule - Cognex - Upload firmware
Name Files Rule Target Schedule Summary Advanced
File Sync Rules allow you to synchronize files or folders between a server and your mobile devices.
Direction
Upload file(s) from Devices to Server
# Download file(s) from Server to Devices
Folder
Device File / Folder Name: %usdcard?:\Download
Supported path macros: Yesdcard%s, %ckioskdatadt, Yeshareddata®c, Ytlogpaths, Yetmp
Server File / Folder Name: %aROOT%\MX-1500_v5.7.1_sr3.bin.gz Browse
Please use either %\, or [drive]:\ for the server path and make sure Deployment Server(s) have
sufficient privileges to access this folder. File path names are case sensitive for 105 and Android
devices.
Options
®) Do not use subfolders for downloading files
Use Device ID as subfolders for downloading files
Use Device Tree Path as subfolders for downloading files
-
OK Cancel Help

3. Right click on the device or device group you wish to push the file to and select Synch files now.
4. For the same device/device group, select Send and Script

5. Click on Scripts (first time) or select a saved script from the drop down list.

6. Use the following script to invoke the MXConnect intent for updating firmware:

sendintent -a
"intent:#Intent;action=com.cognex.mxconnect.action.FIRMWARE_UPGRADE;S.uriString=file:///storage/emulated/0/Download/MX-
1500_v5.7.1_sr3.bin.gz;end"

Update the value of the uriString parameter with firmware filename you sent to the mobile device. The example above shows the path
to the Download directory.

Updating the configuration of an MX Mobile Terminal

General

Cognex provides two methods for deploying configuration changes to MX devices with SOTI's MobiControl:

« You can have the MX device retrieve the configuration file from a URL you provide (http or https).
« You can push the configuration file directly to the MX device.

Before deploying an MX configuration with MobiControl, consider the following:

« Your MX mobile terminal must have at least version v1.2.0 of MXConnect installed on the mobile phone.
« If the MX mobile terminal is not turned on when the configuration file is sent, but the phone receives the file from MobiControl, the
configuration update will take place when the MX mobile terminal is powered on. If different intents are sent out when MW mobile terminal
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is offline, only the last config update command will be executed. (The same is true for firmware update intents.)

« There is only one way communication from MobiControl to MXConnect: this means that you cannot follow what the progress percentage
and success rate of your roll-out is.

« To update the MX mobile terminal's configuration, MXConnect will disconnect all apps from the MX mobile terminal, perform the update,
then reboot the MX device (not the mobile phone). It is highly recommended to perform updates in a time period when the device is not
likely to be in use.

« You cannot update the MX mobile terminal's configuration if it is in keyboard wedge mode (this is a limitation of Android). You must scan
the configuration barcode to disable keyboard wedge mode first, apply the configuration update, then scan the configuration code to re-
enable keyboard wedge mode.

« If you decide to push the MX configuration file directly to the MX mobile terminal, you must first grant Storage access to MXConnect. You
can do this by starting MXConnect from the notification bar (swipe down on the notification bar, select MXConnect from the notification
list):

N =1 100% @ 4:14 PM

MX Connect

PERMISSIONS

READER SETTINGS

Open QuickSetup app

Updating the configuration from a URL
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When updating the MX configuration from a URL (web server), you must provide the full path to the configuration file. You must host the

configuration file on a web server your devices can access. The following FAQ provides more information on retrieving a configuration file from

the setup utilities: How to create a configuration file for MX-1000 or MX-1502 mobile terminal?

Once you have the URL for the configuration file you wish to deploy, follow these steps:

1. Log into MobiControl
2. Right click on the device or device group you with to update
3. Select Send and Script

oS

i

. Ex
-R
. D
LI
. Lg
lat3
lata

B
&
It

u
}w

8
&

Agent Upgrade
Add Devices
Manage Group

Dizable Devices

Advanced Settings

Action
Location Services

Send

Sync Files Mow

Request Device Check-in

4. Click on Scripts (first time) or select a saved script from the drop down list.
5. Use the following script to invoke the MXConnect intent for updating the MX device's configuration:

sendintent -a

"intent:#Intent;action=com.cognex.mxconnect.action.CONFIG_UPLOAD:;S.uriString=https://yourserveraddress.com/MX-

1XXX.cfg;end"

=
-
M COGHE
-
M COGHE
.
g COGNE
-
M COGNE
-
@ COGHE
-
M COGHE
ol
. SHE
= Message ’
-{, Script 3ME
=
M COGHE

Update the value of the uriString parameter with URL of the configuration file. The example above shows a URL to a fictitious server and
configuration file.

Updating the configuration from device storage

Once you have retrieved the appropriate MX mobile terminal configuration file, follow the steps below:

1. Log into MobiControl

2. Create a new File Synch rule according to the details below. We recommend you upload the configuration file to the mobile device's

Download directory as in the example below:
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1 b4 |
Edit File Sync Rule - Cognex - Upload firmware
Name Files Rule Target Schedule Summary Advanced
File Sync Rules allow you to synchronize files or folders between a server and your mobile devices.
Direction
Upload file(s) from Devices to Server
# Download file(s) from Server to Devices
Folder
Device File / Folder Name: %asdcard¥:\Download
Supported path macros: Yesdcard%s, %ckioskdatadt, Yeshareddata®c, Ytlogpaths, Yetmp
Server File / Folder Name: %R O0T¥%: \MX-1500_v5.7.1_sr3.bin.gz Browse
Please use either %\, or [drive]:\ for the server path and make sure Deployment Server(s) have
sufficient privileges to access this folder. File path names are case sensitive for 105 and Android
devices.
Options
# Do not use subfolders for downloading files
Use Device ID as subfolders for downloading files
Use Device Tree Path as subfolders for downloading files
-
OK Cancel Help

3. Right click on the device or device group you wish to push the file to and select Synch files now.

4. For the same device/device group, select Send and Script

5. Click on Scripts (first time) or select a saved script from the drop down list.

6. Use the following script to invoke the MXConnect intent for updating the MX device's configuration:

sendintent -a
"intent:#Intent;action=com.cognex.mxconnect.action. CONFIG_UPLOAD:;S.uriString=file:///storage/emulated/0/Download/MX-
1XXX.cfg;end"

Update the value of the uriString parameter with the configuration filename you sent to the mobile device. The example above shows
the path to the Download directory.

i0S

MX Connect User Guide

Functionalities

The main features of the MX Connect application are:

« Display basic information about the connected MX Mobile Terminal, for example MX-1502.

« Receive and display the configuration from the MDM server, for example JAMF.

« Perform necessary updates according to configuration received from the MDM server.

« Lock the application via Single App Mode during updates and display update status (active / inactive).
« Log and display events sorted by date.
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No SIM = 14:32 @+
MX Connect

DEVICE INFO
Connection State Connected
Device Type MX-1502
Firmware 5.7.9 cr3_tp3
MAC Address 00-D0-24-3D-6E-32
Serial Number 1A1706XN005918
Battery Level 80%
UPDATES
Firmware

v

MX-1500_v5.7.9_cr3_tp3.bin.gz

Configuration

mx1502.cfg v
Log

APPLICATION STATE

Single Application Mode Inactive

Updating Process

In the UPDATES section of the main screen the app shows the configured firmware and MX configuration. If these configurations are installed
properly, a checkmark is displayed in the rows, respectively. Although the configuration XML sent by the MDM contains URLs, MX
Connect only displays the last component of these URLs. Use file names in the URLSs that reflect the version of their content.

Browsing the Log

Check the log to review the history of the attached MX mobile terminal. You can check what configuration the app received, and if the
updating processes were successful.
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No SIM = 14:33 @

< Back History  Verbose

Cfg Update Started
Cfg Update Started
Cfg Download Failed
Config Download OK
Device Connected
Device Disconnected
Cfg Update Started
Cfg Update Started
Cfg Download Failed
Config Download OK
Device Connected
Device Disconnected
Cfg Update Started

Cfg Update Started

Tap the row in the history list and check the disclosed page for more detailed information on a particular event.
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No SIM = 14:33 @4
< History
Type Device Disconnected
Date 2019-05-08 15:43:59
Firmware Version 5.7.9_cr3_tp3
Serial Number 1A1706XN005918

Manage MX Connect from MDM

Terminology and Definitions

The following terms are used throughout this document:

« MX Mobile Terminal: The MX barcode reader device, for example, MX-1502.

« i0S device: iPhone or iPod Touch built into an MX Mobile Terminal.

o Firmware: The firmware of the MX Mobile Terminal.

« MX configuration: The configuration of the MX Mobile Terminal.

« App Configuration XML: An XML formatted text containing the URLs of the update files.
- MDM: Mobile Device Management referring to an MDM solution, for example, Jamf.

Preparation Steps

1. Configure Apple Push Notification Service on your MDM

Follow the instructions to enable your MDM to communicate with mobile phones via Apple's Push Notification Service.

« Mobilelron
« WorkSpace ONE
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Push Certificates
Enable the required URLs during enroliment.

Apple Configurator Enroliment Settings

Apple Configurator Enrollment

Enrollment Supervision ldentities
Enable Apple Configurator Enrollment via Static URL
Enable Apple Configurator Enroliment via Dynamic URL
NAME

No Sites Available. Sites can be created in the Sites page.

i iOS APNS Certificate Generator

Complete all the steps below to generate your Apple Push Notification
Service (APNS) Certificate.

Step 1 Download the Certificate Signing Request(CSR) file to yvour
desktop.

Step 2 Apple Push Certificate Portal Log in using your Apple ID and
upload the CSR file. Download the *=.pem file.

This Apple site does not support Internet Explorer.

Step 3 Upload the *.pem file from step 2.

Certificate: Browse

Password (.pfx):

OK Cancel Help

Using_the Apple Push Noatification Service
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COGNEX

mobileiron

cloub s

Dashboard System Apple Configurator

Infrastructure Device Enrollment

Apple MDM Certificate
Devices

Windows School Manager
Apps

Microsoft Graph Settings
Content

Google

Configurations
Firmware Management

Policies :
Scripts
Branding
IE i -
e Getting Started v Getting Started > Gerting Started . 000000 )
‘Workspace ONE i
" Device A
u Content o COMPLETE ace ONE UEM to manage Apple devices (either =

Application

Settings 2 Apple Certificate *

V]

Email Domain

2. Make your iOS device supervised

Make your iOS device supervised by using the Apple Configurator desktop application on a Mac or by using Apple's DEP program. This
is a precondition so that MDM can have more control over the mobile phone (e.g. launch and application in single app mode which is
required for MX Connect updating workflow).

3. Enroll the mobile phone to the MDM.

.
(&

AMF

OTI
« Mobilelron

.
2]

« Workspace ONE

User-Initiated Enroliment for Mobile Devices

You can combine supervising and enrolling by using a supervising identity.

Supervision ldentities

For more information about device enroliment, refer to Enroliment of Mobile Devices.

Adding iOS Devices

You can use the enrollment URL of your "Add Devices" rule.
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COGNEX

€2 View Devices ®  Return to MobiControl's next generation console!

<« i)Info
(™) Agd Devices Name Value
(T 108 Pt Project -no DEP Type Add Devices

4] Application Catalog
%] MobiGontrol App for 10S devices Name 108 Plot Project-no DEP
3] WX Connect status Enabled

(] File sync. Activate Date 2019.02.05 2:36:00 PM
[Z] Cognex Engine - Enable DataMatrix - IPhone | Target Device Groups

) Data Colection \COGNEX DEVICES|OS Pilot Project!

Alots

Wildcard Filter Parameters
(%] Telocom Expanse Management

Add Devices Rule Tag = "DFFBD1AE-E69D-6EDE-BAF2-COBOC2E1548"

Forn S lnt ottt o
User Authentication Options No password required
Enroliment ID URWJQN
beves ame oo s
Update device's personalized name (Requires iOS 8+, Supervision) Yes.
outrise
Prsees D ocatonan RS
DEP profile assigned to devices. No
Certificate Authentication Authority Internal MobiControl CA.

There are multiple ways to enroll a device in Mobilelron. You can read two examples below (for more options please check Mobilelron's
User's manual).

« Enrolling via invitation:

mobileiron

CLOUD
Dashboard Users
User Groups
Devices User Settings

User Branding
Apps

Content

Configurations

Policies
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+ Add

Multiple Users
Single User
" API User

Invite Users from LDAP

"

« Enrolling via Apple Business Manager:

mobileiron

CLOUD
Dashboard System

Infrastructure
Users

Apple
Devices

Windows
Apps

Microsoft Graph
Content
Google

Configurations

Firmware Management

Policies
Scripts

Branding

There are multiple ways to enroll a device in Worspace ONE. Check the following description:

iOS Device Enroliment Overview

Actions v

INVITE STATUS

Pending

Completed

Apple
Apple Configurator
Device Enrollment
MDM Certificate
School Manager

Settings

4. Install MX Connect app with your MDM system from the App Store.

« Mobilelron
« Workspace ONE

Add MX Connect to JAMF by an App Store URL.
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COGNEX

Mobile Device Apps

Choose Type Choose an App Type

(@) nop store app or VPP store app

Inhouse app.

Set the distribution method to "Install Automatically” to let JAMF deploy it without user interaction.

DISTRIBUTION METHOD Method to use for distributing the app

Install Automatically/Prompt Users to Install -

To learn more about app distribution in JAMF, read the App Distribution document.

To install MX Connect app first you have to create an Application Catalog Rule.

L. view Devices " Return to MobiControl's n

4 E Add Devices
(] ios Pilot Project - no DEP

4[] Applicati~= £t~
E Mabi @ Create Application Catalog Rule

[#] MX Connect
4 j File Sync
@ Cognex Engine - Enable DataMatrix - IPhone
| Data Collection

A Alerts

E Telecom Expense Management

In the app catalog rule you have to add MX Connect app by any of the possible options. Most likely you will select the App Store
Applications option.
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COGNEX

| x|
@’ Create Application Catalog Rule (iOS Only)
Select the applications that you want to appear in the Application Catalog. <
Nama | Varsion | Typs | Licansa Typs Account Name Model | Add -

) Enterprise Appiications
{3 App Store Applications

P8 VPP B2B Managed Distribution

| Back || Next || Cancel || Help |

To force installing to devices set the Application Type field to Mandatory.

[ |
Advanced
Application Type:
Mandatory R
5 times
Provisioning Profile:
|  Browse |
Bundle ID:
com.cognex.MXConnect | Search |
Update Application
You can manually control the updates of your devices' mandatory or
suggested applications. All devices targeted by this App Catalog Rule will
download the latest version of the application supported by the
corresponding device on the next device check-in.
Please consult the Management Service and corresponding Device logs for
the status of the application update.
| Push App Update |
Options
Configure application specific security aptions at time of App Installation.
(Requires i05 5+)
— Remowve App when device is un-enrolled
—| Prevent application data back up to iTunes and iCloud
| Default | | QK || Cancel || Help |

To install MX Connect application via Mobilelron first you have to add it on the MDM admin site.
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mobileiron

CLOUD Apps

Dashboard App Catalog

Categories

Reviews
Devices

Catalog Settings
Apps
Distribution Filters

Content

Apple Apps and Books

Configurations
Desktop Apps

Policies
Office 365 App Protection

Admin

Click Add button.

mobileiron Apps / App Catalog
Add App Cancel @ | mxconnect =
Dashboard
@ Choose
Users
} MX Connect \ PMA Connect
) Describe Cognex Corporation pma  Teko Estudio
Connect
Devices
3 Delegate
LEOV) TASCAM MX CONNECT . SiO Connect
Apps TEAC CORP. @ peem.mx
4 Distribute o

Content
5 Configure 5 Leg_alCo_nnect MX Arauco 99""*
Daniel Trejo Arauco México

Configurations

Business Apps

Web@Work Docs@Work
Secure browser that lets users E Intuitive app tc

access web content within the share, and vie)

corporate intranet without documents fro

Policies

Navigate to publicly available native apps and select "Add application™:
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.

e Applications ~ Apps & Books » Applications
List View
Web >
. nternal Public Purchased
AenmeR Virtual >
Access Policies Filters ~
g
DevicEs Logging > Icon Name
Application Settings >
Gy
Books >
ACCOUNTS
Orders >
HH All Apps & Books Sertings (7
APPS & BOOKS
0O
CONTENT
Fill out the form properly:
Add Application
Managed By Cognex Corperation Technelogy
Platform® AppleiOS v
Source SEARCH APP STORE
MName * MX Connect

Select MX Connect published by Cognex Corporation:

MX Connect

MX .-

Connect Free
Category: Utilities

Current Version: 1.0.2

with your MDM

Save and assign to user group where MX mobile terminals are used. Set all other assignment properties according to your need and

finally publish your changes.

. Create a Single App Mode Configuration Profile for MX Connect.

Launch the application by putting it to Single App Mode (SAM). To let your MDM put the application to SAM, create a configuration profile
in your MDM that is sent out to devices in the right time. If a device receives a Single-App-Mode configuration profile for MX Connect app,

the iOS device launches the app and keeps it on screen until the MDM system revokes the configuration profile.

« Mobilelron

« Workspace ONE

You can create a Single-App-Mode configuration profile at Mobile Devices or Configuration Profiles.
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®

perces TS New Mobile Device Configuration Profile

Options  Scope

Configuration Profiles

R Sngle Apo Mode

@

]

]

8

bl'Sincle Abo Mode

You can create a Single-App-Mode configuration profile at Profiles / Add.

II\?_E’HH:L:J

Add Profile

@ SiovalHTTe proxy
' [ 4} Configure Single App Mode

@ joes Use this section to specify the app to which the device should be locked (supervised only).

B Configure

General Configurations
| .- Add = | Action  ~
[l [ |
h Security & I:\ Email, Contacts, “ Connectivity Other SOTI apps
Restrictions & Calendars o =
Application Run Control Calendars AirPlay AirPrint SOTI Hub
Authentication Contacts APN Custom Profiles SOTI Surf
Certificates Email - Global HTTP Proxy Fonts
Network Restrictions LDAP Per App VPN Managed Domains
Resfrictions Subscribed Calendars VPN Web Clip
SCEP WiFi
| Single App Mode
Single Sign On
Web Content Filter
Save and Assign Cancel Help

You can create a Single-App-Mode configuration profile at Configurations.
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mobileiron

CLOUD

Dashboard

Devices

Apps

Content

Configurations

Policies
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Create a new configuration and select the Single App Mode type.

Single App Mode
Restrict iOS devices to run only
one app.

Supervised

To associate the MX Connect app configure the restriction by selection your hosted MX Connect app.

Configuration Setup

iOS Supervised Single App Mode Options
When this configuration is installed on a supervised device, the device will launch the specified app and the functionality will
be limited as specified below. Note: The device must already have the app installed prior to distributing this configuration.

Select App 0 Selected App Details

Select By Lookup Select Manually

@ ¥ MXConnect

APP NAME BUNDLE ID / PACKAGE ID

M,X, MX Connect com.cognex.MXConnect Public

Please note that this is only a preparation step so please leave "Enable this configuration" option unchecked:

Configurations / Details @) New
Edit Config

E Edit Single App Mode Configuration

) Restrict Supervised i0S devices to only run a selected app. Additionally, you can control many hardware and software features
g Edit Settings available to that specific app.

Distribute
O Enable this configuration
This configuration will not be applied to any devices. It will be removed from all devices if it was previously applied.

Select "Add profile" for devices from the drop-down list:

Dashboard Devices » Profiles & Resources

GETTING

STARTED

s Profiles f
Device Updates

MONITOR a
Lifecycle > Filters »

Profiles & Resources v Profile Details Payloads
BEVICES
Baselines
s
= Resources

ACCOUNTS

Batch Status
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=

—

™ o Y -
Device Profile

Apple i0S
Select for Platform and for Context.

Fill out General tab according to your needs (use Manual for Deployment) but leave Smart Group assignment empty for now. Select
Single App Mode tab and enter the following data and then Publish it:

i0OS Add a New Apple iOS Profile x

Single App Mode

o confirm they allow
 Single App Mode profile

collection of personal applications data. If the collection of
yload may not correctly be applied.

P
VPN @© Please check your console priva
personal application data is not alloy

Email

Exchange Activesync

Filter Type () Permitted apps for autonomous single app mode

Notifications
LDAP
T By installing an app lock payload, the device is lacked to a single application unti the payload is removed
The home button is disabled, and the device returns to the specified application automatically upon wake
Subscribed Calendars or reboot
CardDAV
Web Clips Application Bundle ID * com.cognex MXConnect I Supervised
@Rtk Optional Settings.
SCEP

Global HTTP Proxy

Single App Mode: <=

Content Filter o

SAVE AND PUBLISH [N

6. Create an Autonomous Single App Mode Configuration Profile for MX Connect.

Autonomous Single App Mode (ASAM) is a very similar functionality to Single-App-Mode. ASAM lets the MX Connect app to lock to the
iOS device's screen and unlock when it is no longer needed.

Note that while the user of the MDM system manually issues and revokes Single-App-Mode, the Autonomous Single App Mode is
activated and deactivated by MX Connect app.

MX Connect needs this to autonomously lock to the screen during downloading and installing update files to prevent the phone's user to
navigate away during installation.

To let MX Connect use ASAM, create a configuration profile with MX Connect app's bundle ID, com.cognex.MXConnect, in your MDM
and issue it to all your iOS devices.

Sending out ASAM configuration profile for MX Connect does not put the app on the screen, it only gives permission to the app to do
so. Issuing an ASAM configuration profile has to be done only once for an iOS device and it must not be revoked.

.
—

AME

OTI
« Mobilelron

.
2]

« Workspace ONE

Select Restrictions to create an Autonomous Single App Mode configuration profile.
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Devices

ment Settin

Collapse Menu

[ C '

Options  Scope

General
y Passcode
7 Not Configured
G Restri
1 ot Cor
@ WiF
Not Configured
EX  Not Configured
Mail
8 Not confi

3| Exchange ActiveSync
o

Google Account
Not Canfigu

5 LDAP
Not Cor

s Calendar
= NotCor

on P

New Mobile Device Configuration Profile

*4 Configure Restrictions

Use this section to restrict which apps, device functionality,

and media content are available to the user

Configure

Select the Applications tab and MX Connect's bundle ID: com.cognex.MXConnect

jamf

®

Computers  Devices

Configuration Profiles
Provisioning Pr

Personal Devic

Management Setting:

New Mobile Device Configuration Profile

B o

2]

Functionalty Applications

Allow use of Apple's YouTube (10S 4 and 5 only)
Allow use of Tunes Store (supervised ony)
Allow use of News (supervised only)

Allow use of Podcasts (supervised onby)

Allow use of Game Center (supervised only)

Ao mitayer garing upenised an
R T ———
Ao use o e supervsed ni

B oo nuor

Force fraud warning

Enable Javascript

Block pop-ups
BLOCK COOKIES

Aways Allow -

Autonomous Single App Mode apps (supervised only) suenare

Select Restrictions to create an Autonomous Single App Mode configuration profile.

Cancel

| Save
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(757 Add Profile

General Configurations

| - Add v| | - Action < |

L Security & |:\ Emall, € ‘= ¢ Ivity Other
" Restrictions & Calendars o 9
Application Run Control Calendars AirPlay AirPrint SOTI Hub
Authentication Contacts APN Custom Profiles SOTI Surf
Certificates Email - Global HTTP Proxy Fonts
Network Restrictions LDAP Per App VPN - Managed Domains

| Restrictions | Subscribed Calendars VPN - Web Clip
SCEP WiFi
Single App Mode
Single Sign On
Web Content Filter

Sawve and Assign | | Save || Cancel || Help
[ 2
Restrictions
== Disable unwanted device features
K
Device Functionality || Applications || Media Content
O Disable Autofill
1 |:| Force Fraud Warning
1 D Disable JavaScript
Prevent Pop-ups
Accept All Cookies
D Disable News
|:| Disable Podcast
III Number of days to delay software and OS5 update availability
Single App Mode | List |
0K || Cancel || Help

Select the Applications tab and add MX Connect's bundle ID (com.cognex.MXConnect) to the list.
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] | |
Single App Mode Whitelist =L

Enter application name or bundle identifier:

Bundle Identifier Application ... Add
com.cognex. MXConnect MX Connect Edit
Delete
oK Cancel Help

To create an iOS restriction for ASAM mode for MX Connect app you have to select "iOS restriction" at type selection.

iOS Restrictions

Define which features are enabled
on iOS devices.

In the configuration section you have to add MX Connect to the appropriate field.

@ Create iOS Restrictions Configuration

Define which features are enabled on iOS devices. Restrictions allow you to limit or prevent user access to many features built into
ios.

Allow app in single app mode

MX Connect

| MX Connect

single app mode: For example enter "Safari™ for
Apple Safari.

To send ASAM configuration to a particular device click on Push button on the device's Configuration tab.
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Configurations
Overview Configurations Installed Apps AppConnect Apps Policies Certificates Sentry Attributes. Logs
Distributed Configurations (8)

Distributed configurations on the device can be re-pushed if either an error occurred in the initial install or they are currently excluded. System configurations cannot be excluded.

Exclude Profiles

i0S MDM - Bulk P Mobile Device Management Installed Device Group Push | Exclude

Enable ASAM for MXC

108 Restrictions Installed Device Group Push | Exclude

This option is not available on Workspace ONE for apps available in App Store.

What does it mean?

MX Connect cannot keep up single application mode during firmware upgrade roll-out if Single App Mode was turned off/deactivated too
early (e.g. the update was still ongoing).

How can | avoid issues?
Inform your users not to navigate away from MX Connect if an upgrade operations has been started.

How shall | use Single App Mode?

You have to make sure that you do not disable Single App Mode until the installation of the firmware is finished on the MX mobile
terminals. We would suggest to communicate a slot to your users when you plan to upgrade firmware on MX mobile terminals. 15 minutes
slot should be enough to do the firmware upgrade but this may vary according to your network speed.

What happens if | disable Single App Mode when the upgrade process has not been finished?
If the user does not navigate away from MX Connect during the update process, then the operation will be finished and
firmware/configuration file is rolled out to mx mobile terminal.

| the user navigates away (as MX Connect is not in single app mode user is not prevented to do this) then Firmware upgrade and
configuration update may be interrupted and not processed until you start Single App Mode again.

7. Prepare a server to access firmware and configuration update files by URL.

During a firmware or configuration update MDM sends only the URLs of the update files to the MX Connect app, which downloads the
update files using these URLs. Make sure that your update files are accessible by a URL, and set up a server to accomplish this
requirement, if necessary. You can use Cognex' firmware storage to distribute upgrades. For more detail, refer to the FAQ

Update Firmware and Configuration on MX Mobile Terminal

1. Install MX Connect app (with your MDM system) on mobile devices.

If the MX Connect app is already installed on all iOS devices managed, skip this step (otherwise check Preparation step 4).

« Mobilelron
« Workspace ONE

Once you have added MX Connect to your JAMF instance, apply two settings to automatically install to you device.

App install is automatic:

DISTRIBEUTION METHOD Method to use for distributing the app

Install Automatically/Prompt Users to Install -

Add your iOS device to the app's scope:
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COGNEX

MX Connect

Once you have added MX Connect to your SOTI instance,

Installing the app is automatic:

apply two settings to automatically install to you device.
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.
Advanced
Application Type:
| Mandatory 24
5 times
Provisioning Profile:
| Browse |
Bundle ID:
com.cognex.MXConnect | Search |
Update Application
You can manually control the updates of your devices' mandatory or
suggested applications. All devices targeted by this App Catalog Rule will
download the latest version of the application supported by the
corresponding device on the next device check-in.
Please consult the Management Service and corresponding Device logs for
the status of the application update.
[ Push App Update [
Options
Configure application specific security options at time of App Installation.
{Requires i0S 54
—| Remove App when device is un-enrolled
—| Prevent application data back up to iTunes and iCloud |
|  Default | | 0K || Cancel || Help [

Add your iOS device to the app's scope:
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@ Edit Application Catalog Rule (iOS Only) - MX Connect

Name Application List Rule Target Summary Advanced

Select the device(s) and/or device group(s) that the rule should target.

M
Rl [E coeneEx DEVICES Device Name

L] iPhone SE

7

=

7

=

7

=

=

i05 Pilot Project

=

7

=

[ e e e e

|5 By

IR ] | Page 1 of1

[H] child Selected  [M] Parent Selected Selected

OK ||

To install MX Connect app on your device(s) you have to configure its Distribution settings in App Catalog.

Apps / App Catalog / Details

MX MX Connect ¢

Connect  Cognex Corporation | Delegation Status: App is not delegated

ﬁ O Sync new version

Details Distribution App Configurations Reviews

App Distribution

Choose one of these options

Custom

Cancel

Define specific User Groups and

Individuals who should see the app in

the App Catalog

Current selection to distribute this app

Users User Groups

Search Selected Users Q

To install MX Connect app on your device(s) you have to configure its Assignment settings.

This app will be sent to:

App Distribution Summary

& 3 Individual Users

Help
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Applications v Apps &Books >  Applications
B e "
‘Web >
Internal Public Purchased
Virta >
a Access Policies [worr v ] (&) [owom v ] [seaanin
DEVIC - .
Logging >
Application Settings >
Platform stall atus
Books >
Orders > nnect
x Corporation Technology Apple i0S View [

All Apps & Books Settings

2. Launch MX Connect. To launch MX Connect, send a Single App Mode configuration profile to the iOS devices.

Revoke this profile manually to let the user of the iOS device switch to another application. Make sure to revoke SAM configuration
profile, otherwise the company's daily workflow will be blocked because the designated application is not able to use the MX devices.

« JAME
« SOTI
« Mobilelron

« Workspace ONE

To launch MX Connect, put it to Single-App-Mode by adding your device to the SAM configuration profile's scope.

MXConnect Single App Mode

Options  Scope

Targets Limitations Exclusions

Add Deployment Targets Done

Mobile Devices Mobile Device Groups Users User Groups Buildings Departments

Status Name Install Method Version Configurations ~ Assigned Date Assigned By
Q Assigned Profile Catalog D Automatic 1 1 2018-12-10 10:38:05 PM Administrator
€ Revoked MX Connect SAM n 1 1
Edit Profile
a Assigned ASAM for MX Connect utomatic 1 1 2019-06-05 1:03:52 PM Administrator
Assign Profile
Q Assigned App Catalog utomatic 1 1 2018-12-10 10:37:13 PM Administrator
Clone Prafile
Delete Profile
Edit Permissions.

You have prepared a Single App Mode configuration. Edit this configuration and enable it by checking the appropriate option.
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Configurations / Details @) New
Edit Config . . . .
Edit Single App Mode Configuration

Restrict Supervised iOS devices to only run a selected app. Additionally, you can control many hardware and software features
Edit Settings available to that specific app.
Distribute

@ Enable this configuration
This configuration will be applied to selected devices.

Please note that you have to uncheck this option after the installation process to terminate the Single App Mode.

Open the profile (that was created at Preparation step 5) and assign it to mobile phones (use smart group) where the MX terminal update
is necessary.

iOS MX Connect X

General

Single App Mode:

mm cancer

If you revoke the Single App Mode configuration during an upgrade process, the app keeps the SAM until the installation is done.
Exception is Workspace ONE as there is no Autonomous single app mode configuration for App store apps

3. Send updates to the MX mobile terminal.

To send firmware or MX configuration updates, compose an XML text containing the URLs of the update files. The XML has to be
provided to your MDM, which sends it to each MX Connect instance. MX Connect starts the update process upon receiving the XML
configuration.

The XML composed is not a command but a configuration. The XML resides at MX Connect until the next XML configuration overwrites it.
MX Connect will try to install the firmware and configuration using the defined URLs each time when the application starts. Firmware
update is performed once and MX Connect checks whether the installed firmware matches with the firmware available on the MX mobile
terminal. MX configuration update is performed multiple times when the application is opened, which takes only a few seconds.

« Mobilelron
« Workspace ONE

To send new updates to MX Connect, edit the App Configuration text at MX Connect's page. Use the proper form of the XML to perform a
successful update.
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MX Connect

General  Scope  App Configuration

<dict>
<key>fimuareURL /key>

>configurationURL</key>
1g>tp/<YOUR_SERVERp/1502 cfg</string>

ating the PLIST file for preferey

[&] Mobie Device Apps

To send new updates to MX Connect, edit the App Configuration text at MX Connect app's "Application Catalog Rule". Use the proper

form of the XML to perform a successful update.

E3 view Devices ®  Return to MobiControl's next generation consolel

« j‘) Info
4 E Add Devices MName
[M i0S Pilot Project - no DEP
Type
4 3 Application Catalog
Mame

IE MobiControl App for i0OS devic
[#] Mx Connect Staiue

4 3 File Syne Create Application Catalog Rule
&l cognex Engine @ Edit Rule

| Data Collection J_g\l P —

&) Alerts

E Telecom Expense x Delete Rule
&J Disable Rule

i0S Pilot Project

Add/Edit Application Catalog Entry

Enter Enterprise URL

e

Application Configuration

iy configure applications from the App Catalog. (Reauires URI-

e time of installation. Supports
rting App Config)

Update devices that have already been configured

ok Cancel Help

To create and send a Managed App Config go to MX Connect app's App Configuration tab and select iOS Managed App Configuration

section.

MX MX Connect
Connect  Cognex Corporation | Delegation Status: App is not delegated

I ¢ £ Sync new version

Details Distribution App Configurations Reviews

TYPE

, OS Managed App Configuration
-

Centrally define app configuration options specific to this app and end users.

Click on Add button and create a new configuration as indicated below.
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MX MX Connect

Connect  Cognex Corporation | Delegation Status: App is not delegated

Details Distribution App Configurations Reviews
App Configurations Summary > iOS App Configuration
Cancel Save

Configuration Setup

Name

MX Reader Setup
+ Add Description

Configuration Source
Source Type

None v

iOS Managed App Settings

Key Value Type
firmwareURL my_url_to_fw_file STRING
configurationURL my_url_to_config_file STRING

+Add | Use .plist

MES)
v ©

Array type values should be separated by comma (example: 2,33,44) and date value should be in milliseconds (example: 1437496170000).

Open Application settings for MX Connect app and select Assign.

= Applications v Apps &Books > Applications
saren
B e -
veb >
venon Internal  Public  Purchased
Virtual >
Access Policies wavout v | (Cexporr v rcn Lst
Logging >
Application settings >
Platform install Status Status
Books >
Orders > MX Connect
Cognex Corporation Technology Apple i0S Viel [

All Apps & Books Settings (7

Select the actual MX Connect assignment and edit Application configuration. Turn on Send configuration setting.

MX Connect - Assignment

@ Distribution
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pplication Configuration %
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Depending from MDM you have to enter an XML as configuration or you can add key-value pairs as a configuration or you can pick your

preferred method.

« Use the following template to compose a configuration XML:

<dict>
<key>firmwareURL</key>

<string>https://myserver.com/firmwares/firmware_file_name</string>
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<key>configurationURL</key>
<string>https://myserver.com/configs/config_file_name</string>
</dict>

« Define the following key value pairs:

firmwareURL string https://myserver.com/firmwares/firmware_file _name

configurationURL string https://myserver.com/firmwares/firmware file name

Note that all key-string pairs are optional. MX Connect does not perform any update or check for a missing field, and does not restore
any kind of default value for a missing field. If you configure both the firmwareURL and the configurationalURL with new values, MX
Connect first installs the firmware rebooting the MX mobile terminal, then processes the configuration file.

4. Revoke Single App Mode from MX Connect to remove devices from SAM.

Adding MDM reporting to an application

A company owning and operating many Cognex Mobile Terminals may want to remotely collect up-to-date information about battery level,
battery health, installed firmware, etc. An iOS application using the cmbSDK framework can report status information of the attached Mobile
Terminal to an MDM instance. Cognex mobile apps (MX Connect, Cognex Quick Setup...) can be also configured to report MX data.

Preparing your iOS application for reporting data about MX
mobile terminal

Any iOS application is capable of reporting Mobile Terminal status information if it embeds and uses the cmbSDK framework.
1. Update cmbSDK framework in your app to use at least 2.4.0 version.

2. Configure reporting for the app in your MDM.

Configuring the reporting functionality from MDM

Reporting is done by an iOS application towards an MDM instance. The app has to be managed by the MDM instance and can only report to

that MDM instance. There are a few configuration options the MDM administrator has to properly set to let the reporting feature work for a

certain application. These settings are done by creating a proper Managed App Configuration including key-value pairs as the configuration of

reporting. Please refer to your MDM's administration guide to learn how to edit Managed App Configuration of a managed mobile app.

Mandatory configuration fields

As described above the MDM's administrator has to compose a Managed App Configuration to define settings of the reporting. This Managed
App Configuration is sent to the mobile app by the MDM to let the app process it and behave accordingly. Please note that providing a proper

Managed App Configuration is mandatory to enable the reporting. Without that the cmbSDK (in the app) won't start reporting.

The mandatory configuration fields are the following.
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KEY TYPE DESCRIPTION

mxReportingEnabled Bool It has to be set to true to enable reporting.

This URL has to point to your MDM instance including port number if

mxReportingURL String necessary.

mxReportinglntervalMinutes Integer Reporting frequency in minutes, minimum value is 1.

The type of your MDM. Possible values: "AirWatch", "Jamf",

mdmType String "MobilelronCloudV1", "SOTI"

This field is a technical field that has to be set with a constant depending on
your MDM type.
SOTI: %Deviceldentifier%
Jamf: $JSSID
Mobilelron: ${devicePK}
Workspace ONE / Airwatch: {DeviceSerialNumber}

mdmbDevicelD String

Developer hint

It is possible to turn on/off the reporting from the source code of your application by changing MDMReportingEnabled property of your
CDMDataManSystem instance. Please note that the default value is false for MDMReportingEnabled. Please be aware that
the mandatory fields still needs to be configured in MDM.

Authentication fields

For cmbSDK connecting to your MDM instance will most likely require authentication credentials. Beside the mandatory configuration fields
you also have to provide these in the Managed App Configuration as indicated in the following table.

KEY TYPE SOTI JAMF MOBILEIRON AIRWATCH DESCRIPTION

Application needs to be
mdmReportingClientID String X added as API client and
generate this ID

Application needs to be
mdmReportingClientSecret | String X added as API client and
generate this secret

mdmReportingPassword String X X X X Password

mdmReportingUsername String X X X X User name

The key value is available
in the system settings
when REST API access is
enabled.

mdmTenantCode String X

61/63



COGNEX

Please note that you have to provide a registered user's credentials that has the right to use the MDM's API for reporting. Refer to your MDM's

administrator guide to learn more.

Developer hint

If you don't want to provide authentication credentials via Managed App Config for some reason these can be set by the cmbSDK's API
from your app's code. It gives you full flexibility to retrieve authentication credentials in the way your company's policy requires. To do so
you have to set the defaultMDMAuthCredentials property of CDMDataManSystem class.

o Swift
« Objective-C

var authCredentials: MDMAuthCredentials = MDMAuthCredentials()
authCredentials.username = "usr"

authCredentials.password "pwd"

authCredentials.clientID = "myClientID"

authCredentials.clientSecret = "myClientSecret"
self.dataManSystem.defaultMDMAuthCredentials = authCredentials
self.dataManSystem.MDMReportingEnabled = true // if you want to start reporting

MDMAuthCredentials *authCredentials = [MDMAuthCredentials new];

authCredentials.username = "usr";
authCredentials.password = "pwd";
authCredentials.clientID = "myClientID";
authCredentials.clientSecret = "myClientSecret";

self.dataManSystem.defaultMDMAuthCredentials = authCredentials;
self.dataManSystem.MDMReportingEnabled = true; // if you want to start reporting

Please note that if you set authentication credentials both in the Managed App Config and via defaultMDMAuthCredentials property the
fields in the Managed App Config will overwrite the fields in the defaultMDMAuthCredentials property per field basis. This precedence
allows your MDM administrator to make some fix/change without rebuilding and deploying your application.

Reported information

The following data of the attached Mobile Terminal is collected:

MX Dewce Text MX-1XXX VARIANT Example MX-1502 ER is shown for extended range MX-
Variant 1502 mobile terminals
MX Device Name Text MX-1IXXX-YYYYYY names are used by default, but it may

be different according to configuration

MX Serial Text 14 character
Number
MX Pistol Grip Number X -1 means no battery is available
Battery Level
MX Flat Battery Number
Level
MX Pistol Grip Number

Battery Health
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MX Flat Battery
Health Number
DS F'”'.“"’are Text A.B.C_D Example: 5.7.9_sr3
Version - -
MX Status Date Date Depends from you Contains the timestamp (in case of SOTI only date) for the
MDM local settings last report.
MX Status Text YYYY-MM-DD Contains the exact timestamp for the last report. Available
Timestamp HH:MM:SS (24H) only on SOTI.

Custom attributes in MDM

The reported data fields appear as custom/extension attributes in MDM.
Jamf, SOTI, and Workspace ONE |/ Airwatch

These custom attributes are global attributes. These are assigned to all enrolled devices in case of Jamf and SOTI and are assigned only
to the devices that have reported data in the case of Airwatch. By default the custom attributes are not present in an MDM instance, the
properly configured mobile app creates the custom attributes automatically via the MDM's API and neither the app developer nor the MDM
administrator has to take care of it.

Mobilelron Cloud
Preparing custom/extension attributes to require two steps:

« First custom attributes have to be defined at Admin/System/Attributes. MDM admin has to add manually all relevant attributes that you
want to check. Use the names from the table above but replace spaces with an underline (e.g.: MX_Pistol_Grip_Battery_Level)

« The second step is assigning these attributes to the device(s). This second step is automatically performed the apps that includes
cmbSDK, you don't have to do it manually. So please be sure to first define the custom attributes before using cmbSDK for reporting.

Summary of all requirements

« Itis possible to use your own app for reporting, but Cognex mobile apps can be also configured to send data to MDM.
« Your app has to use the cmbSDK framework (2.4.0 version or later) and has to be managed by your MDM.
« The app has to be in the foreground and has to connect to the attached Mobile Terminal via cmbSDK.

« If you are using multiple apps during your work and you want to make sure of the continuity in reporting, we suggest configuring both apps
in MDM.

« The mobile phone has to have a proper network connection to reach your MDM instance.

« Itis mandatory to have a proper Managed App Configuration sent to your app by your MDM to enable reporting.
« Authentication credentials have to be complete and valid for the usage of your MDM API.

« Do not modify or delete manually the created custom attributes on your MDM instance.

« In the case of Mobilelron Cloud, you have to first define the custom attributes manually on the admin site.

« MX data reporting is available in Cognex apps from the following versions:

« Cognex Quick Setup (available from version 2.4.2)
« MX Browser (available from version 2.0.2)

« MX Connect (available from version 1.0.2)

« MX Keyboard (not available yet)
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