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Introduction

This document explains how to enable DVT’s software to work with Service Pack 2 and will guide you through downloading FrameWork and, via the Security Center console, create a rule in Windows Firewall to allow FrameWork to communicate on the network. Specific reference to FrameWork and SmartLogger will be discussed, however, the same concept can be applied to any other DVT software.

Windows XP Service Pack 2 introduces, among a number of other security enhancements, an update to the Internet Connection Firewall called Windows Firewall. After installing Service Pack 2, Windows Firewall is turned on by default. Its primary purpose is to filter incoming traffic to your computer. Outgoing traffic, however, is not filtered in any way. Table 1 below outlines the features of Windows Firewall:

	It does:
	It does not:

	Help block computer viruses and worms from reaching your computer.
	Detect or disable computer viruses and worms if they are already on your computer. For that reason, you should also install antivirus software and keep it updated to help prevent viruses, worms, and other security threats from damaging your computer or using your computer to spread viruses to others.

	Ask for your permission to block or unblock certain connection requests.
	Stop you from opening e-mail with dangerous attachments. Don't open e-mail attachments from senders that you don't know. Even if you know and trust the source of the e-mail you should still be cautious. If someone you know sends you an e-mail attachment, look at the subject line carefully before opening it. If the subject line is gibberish or does not make any sense to you, check with the sender before opening it.

	Create a record (a security log), if you want one, that records successful and unsuccessful attempts to connect to your computer. This can be useful as a troubleshooting tool.
	Block spam or unsolicited e-mail from appearing in your inbox. However, some e-mail programs can help you do this. Check the documentation for your e-mail program to learn more.


Table 1. Features of Windows Firewall

Windows Security Center

Windows Security Center can be accessed via the Control Panel or via the task bar icon ([image: image1.png]


).

Windows Security Center is a program added by Service Pack 2 that allows you to enable and disable various security features. It also helps you to obtain security updates as well as support for security-related issues. Windows Firewall can be accessed through this interface by clicking on the Windows Firewall link (see Figure 1).
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Figure 1. Windows Security Center

Windows Firewall

Windows Firewall allows users to turn on and off traffic filtering to your computer. In addition, it provides a way to add programs allowed to communicate to the network, referred to by Windows Firewall as ‘Exceptions’ (see Figure 2).
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Figure 2 Windows Firewall
Downloading DVT Applications
With the addition of Service Pack 2, downloading and running programs from the Internet is slightly different. Microsoft has put in place security measures to help guard against mailicious programs such as viruses and worms.

DVT applications such as FrameWork, intellect, or the ActiveX SID control can be downloaded via the DVT website at http://www.dvtsensors.com/. When you download an application, Internet Explorer will ask you whether you wish Run the file or Save it to disk:
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You may wish to Run the file, which will typically execute the setup file for the application. If you choose this option, another dialog message will appear:
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To run the application setup file, click on the Run button as indicated above.

Example Application: Running FrameWork

When you first run FrameWork after installing it, Windows Firewall will display a message indicating that a program is attempting to accept connections from the Internet or a network. To allow FrameWork to do this, simply click on the Unblock button as indicated below:
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This will allow FrameWork to accept incoming traffic as well as add the program to the Exceptions list in Windows Firewall:
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Other DVT applications that may require this procedure are DVT Enterprise Manager, DVT Listener, and DVT Intellect.

Special Case: SmartLogger

For those users who wish to install SmartLogger onto Windows XP with Service Pack 2, you will need to manually add the program to the Windows Firewall Exceptions list, otherwise, any SmartImage Sensors set up to log to the SmartLogger service will not be able to connect. To do this, open the Windows Firewall application via the Windows Security Center interface. In the Exceptions tab, click on the Add Program button:
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You will then need to browse for the SmartLogger executable file (this is typically located in the FrameWork installation directory):
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After you browse for the SmartLogger executable file and click on the OK button, the SmartLogger program will be added to the Exceptions list:
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The SmartLogger service will now be able to accept incoming connections from any SmartImage Sensor.
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